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Motivation

There is an increasing need for patients to manage
their own healthcare.

Trends: portable and wearable devices & health
applications.

O Information technologies as a means to transform the role of the patient from a passive recipient to an
active participant in matters concerning their health.

Biomedical Informatics
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Personal Health Record (PHR)

The Personal Health Record (PHR) is a system in which
medical data and information related to a patient’s care are
maintained and managed by the patient. In contrast,
Electronic Health Records (EHRs) are maintained by
institutions (such as hospitals) and contain data entered by
clinical physicians or billing data for insurance claims.

The purpose of a Personal Health Record is to provide a
comprehensive and accurate summary of an individual's
medical history that is available online. Medical data can
be provided by the patient, such as laboratory test results,
or can be supplied by a device or a smartphone application.

Biomedical Informatics
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PHR

Empowering an individual to control and manage a
comprehensive and secure digital copy of their health
and quality-of-life information.
The central access tool for:

e Clinical physicians

e Patients

* Relatives / family members

e Researchers

e Administrators

Biomedical Informatics
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Common functionalities
O Web based & Responsive
O Multilingual
O Help/manual

O Autocomplete (using ontologies)

ICD
SNOMED
RxTerms
LOINC

O Rest API

3 Security integration

0 OAuth 2.0 Provider
0 OAuth 2.0 API

Biomedical Informatics



PHR

® Roles

e Patient

e Healthcare professional
e Administrator

e Researcher

Biomedical Informatics
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User - Patient

Applications

: * Otherapps

eDiary 7 ;
* Download iMC mobile apps
Problems &
; * myStatistics
Time PHIR
Chronical problems

: G * Measurements
Primary/co-morbidities :
* Appointments

D hi
emogra.p ics L
Smoking : v :
* Psycho-emotional questionnaires
Pregnancy
: + Export RDF/XML
Weight :
: * Bulkimport
Allergies
Medications
Laboratories
Procedures

Upload Documents
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Patient vie

[ iPHR for Diana Allen %
€« C' A httpsy/iphr.ics.forth.gr

| Edit youw

B 15119 .
oo Measurements List

hatzimin@ E !
6

:
4
El
5
Kind Value/Unit
body temperature 36.7°C
body temperature 41°C
body temperature 36.4°C
diastole 68 mmHg
diastole 70 mmHg
15[ diastole 60 mmHg
weight 69 kg
« 08:00 Eiop 151 weight 69 kg
weight 68 kg
151
body temperature 39°C
ody temperature 1
151 body temp 366 °C
| Strep thro: body temperature 366°C
Amonami 151
|_Fever (finc
= Sharing and Audit
151 Shared with Physicians
[update]
151
151

[ iPHR for Diana Allen x
« C' 8 https//iphr.ics.forth.gr

Measurements List

pulse graph

2016-03-10 2016-03-12 2016-03-14 2016-03-16

2016-03-17 00:00:00
pulse: 87

temperature graph
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Patient view— Data Sharing
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Indivo sharing models
Full share

e Sharing the entire patient health record with another
system account (giving full control over a record to
another account)

e Goal: to allow multiple accounts to have access to —
or “own” — the same patient record.

Partly share

e Give control over some parts of a record to another
account

Biomedical Informatics
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Architecture — Indivo Model: Share

Carenet

e A group created by a patient in order to share their
medical information with the members of the group.

e Each member of the group has full access to the
information that has been shared with the group.

Biomedical Informatics
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Role healthcare professional

Indicative applications
e (linical assessment

e (Questionnaires: Only for patients that provided
sharing access

e Profiler
e Statistics

e Phyco-emotional questionnaires
0 ALGA-C
0 Family Resilience
0 Psycho-emotional

e Annotator

Biomedical Informatics



Role healthcare professional

doctor doctor, Born 15/11/1939

Clinical

New Cancer Clinical Assessment Questionnaire

(o= assessment
Annotator Ann Ot at 0 r

doctor doctor, Born 15/11/1939

Questionnaire Results Prof‘iler

Answers Score Per Factor

Question Answer Points

GSRH Very poor
Compared to others your age, would you

say your healh is

GSRH Poor

in general, would you say your health s.

undefined ungenned
Section: Perceived physical health (in the

last 4 weeks)

Perceived physical health

Did you feel tired?

Perceived physical health

Did you feel weak?

Biomedical Informatics



Role administrator

Admin console
 Add a new administrator
e Send an email to all patients
e New entries in the system
e New users
e Audit visualization

e Problem reports (Bugs reported in the portal)

Biomedical Informatics



Role administrator

Total number of patients

Application filter

stephan kiefer@hotmail.de Stephan Hello Fatima, This is a iManageMyHealth A d *. ® 1' 2
Stephan test. Please let me u lt Vlsua lzatlon
know whether you have
Add new administrator Send a Message
New Users New Entries
Problems report
Full name E-mail Status Role
Select Select B
Search Reset
ieouser26 ieouser26@email.com 2017-06-17 2 0 active 2017-05-09 patient
ieouseras ieouserag@email.com 2017-05-17 6 0 active 2017-05-09 patient
ieouser24 ieouser24@email.com 2017-06-17 1 0 active 2017-05-09 patient
ieousers ieousers@email.com 20170517 7 0 active 2017-05-09 patient
ieouser22 ieouser22@email.com 2017-05-17 2 0 active 2017-05-09 patient
ieouser29 ieouser29@email.com o 0 0 active 2017-05-09 patient

Biomedical Informatics



Deployment details

PHR Server:

e Ubuntu

e PostgreSQL
e MySQL

e Python 2.6+
e Django

e Apache 2.4
PHR Client:

e Python 2.6+
e Django

e Html

e Javascript

Biomedical Informatics
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Security

Indivo security breaks down in two steps:
e Authentication

» Tavtomoinon yia cUvdeoT 0TO CUGTNHA
e Authorization

« Eovuciodotnon yia mpdoPaon oe dedopéva 1 eboppoyEC
e Audit system

« KoAgitou peta tnv tavtomoinon kot tnv €€ouclodotnon
2toY0Cc: Kavévag vo unv exel mpoofoon oe
nAnpodopieg mou dev givau e€ovalodotnuevog (eite
TOU OLVIIKOUV €iT€ otO SIOLpAGUO)
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Security — OAuth 2.0

Authorization framework enables a third-party

application to obtain limited access to an HTTP
service.

OAuth works over HTTP and authorizes Devices,

APIs, Servers and Applications with access tokens
rather than credentials.

Biomedical Informatics
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Security — Provider

OAuth Provider is the provider that supplies the
OAuth service for instance google, twitter, yahoo,
facebook or whoever you are asking to log in the user.

Or in other words the provider that tells that the user
logged in successfully.

Biomedical Informatics



oAuth 1.0 and 2.0

oAuth 1.0 oAuth 2.0

Consumer Service Provider Consumer Service Provider
Consumer Key
Consumer Secret @— Client ID
Fetch Callback URL (1.02) o> Issue . Redirect URI
Request Token '| Request Token Hedlregl user fo Scope (DPUUHBL; User grants
: Provider for > A
authorization

authorization

Redirect user to . Request Token
Provider for e
authorization

Redirect user back
to application

Request Token
Callback URL (1.0} N User grants

o Authorization

edirect user back
to application

Exchange for access | g Authorization Grant
grant .

Redirect URI
Autharization Grant

| Grant access token

Exchange for
access token

_ Verifier (1.0a)
-

_ Access Grant
-

Create connection

Request Token
Verifier {1.0a)

| Grant access token

Access Token

>
-«

Create connection
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Security - Provider

Step 1: Authenticate and Grant
(from mobile app)

External browser

. [ ]
. o

..‘Ae. = T30 A -
& facebook.com ¢

ii% ——— ﬁ Facebook example

Indivo Provider

Biomedical Informatics



/

APl functionality

Personal Health Applications (PHAs) make calls to
the Indivo API Server using the REST convention
Patient records and files:

e Patient records and the applications that are
authorized to access them

e Create, read, and edit files
e Display all files and deleted files

 All files are centered around the patient’s record
(record-specific)

Biomedical Informatics



APl — Functionality (example)

° K)Lﬁ()'l] API : https://www.iphr.care/api/records/id7d4bc2-7cd7-4423-9217-62ab42d 96892 /reports/measurements/

[-] Request

Methed  GET +  URL | hitps://www.iphr.care/api/records/1di

Headers

ﬂ IMC-TOKEN: 3abc4d1bb79bd01€a768

Tl Remove All

Body

Request Body

[-] Response

Response Headers | Response Body (Raw) | Response Body (Highlght) ~ Response Body (Freview)

1. [Scarus coas T 200 0F | é—

Connection T Feep-Alive

3. Content-Type : application/json
Date : Wed, 18 Oct 2017 10:01:33 GMT
Keep-Alive : timeout=S, max=100

5. Server : hpache/2.4.18 (Ubuntu)

Transfer-Encoding : chunked

[-] Request

Method | GET ~ | URL https:/Awww iphr.care/apifrecordsi1di| ¥

Headers il Remove Al

IMC-TOKEN: 3abc4d1bb79bd01ea768 >

Body

Request Body

[-] Response

Response Headers  Response Body (Raw) | Response Body (Highlight) | Response Body (Preview)

[{"kind": "weight”, "name": "-", "number": "None", "value": "62", "measurementDate”: "2017-05-17T00:00:00Z", "name value": "-", "
medelname_ “"Measurements™, "__documentid__": "d7a5d90c-5607-48bc-81d3-93£63df51££€", "name_abbrev' "http://purl.bicontolegy.org
/ontolegy/SNOMEDCT/", “unit”: "kg”, "comments”: null}, {kind": "pulse”, "name”: "-", "number”: null, "value”: 68", "measurementDa
te": "2017-07-07T01:10:00Z", “name_value™: "-", "_ modelname__": "Measurements™, "__documentid__": "94788443-e307-4786-be2c-f102914
a8622", "name_abbrev": "http://purl.bicontology.crg/cntology/SNCMEDCT/™, "unit™: "bpm”, "comments”: mull}, {"kind": "weight”, "name
": "-", "number": null, "value": "§7", "measurementDate”: "2017-05-06T00:00:00Z", "name_value": "-", "_ modelname_ ": "Measurements
", "__documentid_": "d78b0add-82ed-4961-aeb2-b2a7d1387¢91", "name_abbrev”: “http://purl.biocntelogy.org/ontolegy/SNOMEDCT/”, “unit
": "kg", "comments”: null}]
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https://www.iphr.care/api/records/1d7d4bc2-7cd7-4423-9217-62ab42d96892/reports/measurements/
https://www.iphr.care/api/records/1d7d4bc2-7cd7-4423-9217-62ab42d96892/reports/measurements/
https://www.iphr.care/api/records/1d7d4bc2-7cd7-4423-9217-62ab42d96892/reports/measurements/
https://www.iphr.care/api/records/1d7d4bc2-7cd7-4423-9217-62ab42d96892/reports/measurements/
https://www.iphr.care/api/records/1d7d4bc2-7cd7-4423-9217-62ab42d96892/reports/measurements/
https://www.iphr.care/api/records/1d7d4bc2-7cd7-4423-9217-62ab42d96892/reports/measurements/
https://www.iphr.care/api/records/1d7d4bc2-7cd7-4423-9217-62ab42d96892/reports/measurements/
https://www.iphr.care/api/records/1d7d4bc2-7cd7-4423-9217-62ab42d96892/reports/measurements/
https://www.iphr.care/api/records/1d7d4bc2-7cd7-4423-9217-62ab42d96892/reports/measurements/

PHR — Autocomplete

New Problem

' Problem *

diso I

Closed traumatic dislocation of hip joint (disorder)
Compound dental caries (disorder)

Influenza due to Influenza virus, type A, human (disorder)
Preinfarction angina (disorder)

Fatty liver (disorder)

Condylomata lata of perianal skin (disorder)
Recurrent subluxation of the patella (disorder)
Necrotizing vasculitis (disorder)

Angle-closure glaucoma - borderline (disorder)
Chronic urate nephropathy (disorder)

Type | diabetes mellitus with ulcer (disorder)

Al P PR ppY

* Mandatory Fields

Add New Problem

Cancel

Biomedical Informatics



PHR — Autocomplete

PHR Client

Apyxelo mou mepLeyEL
LTPLKOUG OPOUG
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Introduction: patient empowerment

Patients have the opportunity to inform themselves in
the internet about their disease and possible
treatments.

It is widely regarded as
having a positive
influence on the
treatment

... the quality of information that can be found
on online is very diverse

Biomedical Informatics
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Introduction: patient empowerment
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Personal Health Informatioh Recommender
(PHIR)

v" allows searching in a high quality document repository

v" automatically provides intelligent and personalized
recommendations, according to the individual preferences

and medical conditions =
§ 1. ‘5"" '\

Doctors Pati ents
External Documents

—

— e —
B e &

Personal Health Record
Integrated into a PHR as a set of individual apps

Biomedical Informatics



ANNOTATION

Doctor

external data

Y

INSERT TO
ANNOTATOR APP

y

THROUGH
ANNOTATION
SERVICE

h 4

Patient %
Al

PHIR APP

_~

A 4

ONTOLOGIES

SERVICE

-~

Yy VY

;( SOLR SERVER !

Biomedical Informatics
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THROUGH PHIR
SEARCH SERVICE

PHR DB/ USER
PROFILEDATA

SEARCH



Annotator
Insert the appropriate resources :

urd

Title

Type: @text © video

Language: @®English  © ltalian

Insert tags press enter after each tag

© German

‘ Submit ‘

Biomedical Informatics



& (&) ‘ 8 Acwohic | httpsy//www.iphr.care

Diana Allen, MevviiBnke 24/9/1973

Personal Health Information Recommender
Search for useful information on medical topics:

My treaiments

Submit

* all resuits should be further discussed with your doctor

all text video

C | @ ecancempatientory o

3. Factors affecting younger women with breast cancer

http:/lecancerpatient orgivideo/55/factors-affecting-younger-women-with-breast-cancer php

58. How genes influence your risk of developing breast cancer

http:/lecancerpatient org/video/65/Mhow-genes-influence-your-risk-of-developing-breast-cancer php ﬁ

* Kk k&

59. The advantages of scanning for breast cancer with MRI rather than mammography

http:/lecancerpatient org/video/T 4/the-advantages-of-scanning-for-breast-cancer-with-mri-rather-than-mammegraphy. php

Factors affecting younger women with breast cancer

ecancerpatient Six parts water
Factors affecting younger women with breast
cancer.
* Cancer can affect women in many different ways.
* Premature menopause may increase the risk of additional

health problems such as heart disease, osteoporosis and
possibly dementia.

Biomedical Informatics



Problems List

add a problem deleted problems

Name Onset
breast cancer 3110/2016
11:00:00 p.p.

Sharing and Audit

Shared with only your guardians.
[update]

diana Changed surname, Born 24/9/1973

Resolution

@’ can search for high quality information.

diana Changed surname, Born 24/9/1973

Personal Health Information Recommender
Search for useful information on medical topics:

Modify / What is the best treatment for me?
Delete

Pl | Submit

dele

1p

* all results should be further discussed with your doctor

all text video

?
_..,44/.,4/.,\,m,m.-m.-mm.,\,m,m.-m»-m‘v-mwm»m.-m.-mm.,\,m,m.-m.M,v.,v.,\,.,l,l,\,m,.l,.,?A- 1. What Is Breast Cancer?

R e Sl,llt S b a S e d OI'l pr Ofil e - hittp:/fwww.nhs. uk/Conditions/Cancer-of-the-breast-female/Pages/introduction aspx

http:ffwww.macmillan.org.uk/finformation-and-support/breast-cancer/what-is-breast-cancer. htm#258895

2. Breast cancer (female) - NHS Choices

3. What is breast cancer

http:/

vw.cancemesearchuk.org/about-cancerfitype/breast-cancer/about/the-breasts-and-lymphatic-system
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Search Engine App & Service

* Request to web rest service which can be used from
other applications i

i,
2.
3. "url™: “"https://www.kinderkrebsinfo.de/patienten/fragen zu krebs/index ger.html",
4. "title"™: "Krebs bei Kindern: Fragen zu Krebs",
5i- "type": "text",
6. "lang": "ger"
7.
8.
9. "url": "http://www.krebs-kompass.de/",
10. "title": "krebs forum",
11 "type": "text",
12 "lang": "ger"
13
14
15 "url™: "https://www.youtube.com/watch?v=v4KFwiFrmOI",
16 "title™: "Bewegung gegen Krebs",
17 "type": "video",
18 "lang": "ger"
19

58]
=]
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Data Servers
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~ Solr Server

Solr is a standalone enterprise search server with a REST-like API.

You put documents in it (called "indexing") via JSON, XML, CSV or binary over HTTP. You
query it via HTTP GET and receive JSON, XML, CSV or binary results.

. d .
indexin 3
- g query
| 3. "url®: "https://www.kinderkrebsinfo.de/patienten/fragen_zu_krebs/index_ger.html"
4. "title": "Krebs bei Kindern: Fragen zu Krebs™
5. "type
6. “lang'
— — 7.
8.
9. "url® www . krebs—kompass .de/"
10. "titl or
11. "type
12. "lang
13.
14.
15 "url® youtube. com/watch?v=v4KFwiFrmoI"
16 titl ng gegs bs
LR S —
18 lang gt
bi XML
bi
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Solr : Data Representation

Document is the unit of search and index.

An index consists of one or more Documents,
and a Document consists of one or more Fields.

In database terminology, a Document corresponds
to a table row, and a Field corresponds to a table

Biomedical Informatics



Solr : Schema

< C | ® 139.91.210.65:8983/s0lr/#/phirdocs/schema
.f@ [] Add Field || ) Add Dynamic Field | ¢] Add Copy Field
Solr s o
& Dachboard field t‘_;p; int M {
Boriro - "doc_id":[15],
S e "doc_url":[“http://www.cancerhelp.org.uk”],
8 et o "doc_ontology":[“UMLS“],

v "doc_category":[“UMLS”],

- "doc_title":[“ Cancer Research UK\""],
. "doc_type":[“text”],
. "doc_lang":["eng"],

"doc_content":["HOMEABOUT..”],
"id":"bbgo7170-d4fb-4681-8b1d-,
"_version_":1552430920949039104}
)
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Solr : Query

« C ’G) 52.16.26.222:8983/s0lr/#/phirdocs/query

¥

Use original UI (i)

/)
Solr=

& Dashboard

(=3 Logging

& Core Admin

|2/ Java Properties

= Thread Dump

1§t overview

Y Analysis

& Dataimpert

[ Documents

[l Files

Ping

ol Plugins / Stats
Bowy |

°13 Replication

[[& schema

T Segments info

Request-Handler (qt)

|,Fselect

http://52.16.26.222:8983/solr/phirdocs/select?indent=on&q=doc_lang:gerBwt=json

hsorgepass_2817.pdf"],
chsorgepass_2@17.pdf"],

"content":["KREBS MACHSORGE IHRE PERSMLICHEN UNTERLAGEM www.krebshilfe.de 1 Dieser Nachsorgepass entstand in Zusammenarbeit der Deuts

1
— common “resp [
q “status":8,
"QTime":@,
doc_lang:ger . .
params":{
“ "q":"doc_lang:ger",
fa "indent":"on",
| "t i "son”,
" _":"1587794138089"}},
sort “response”:{"numFound":47,"start”:9,"docs": [
| | ‘
"doc_id":["https://www.krebshilfe.de/fileadmin/Downloads/PDFs/Nachsorgepass/Nacl
start, rows "doc_url":["https://wuw.krebshilfe.de/fileadmin/Downloads/PDFs/Nachsorgepass/Na
|ﬂ ‘ |10 | "doc_ontology”: ["UMLS"],
fl "doc_title":["Kerbs nachsorge"],
| ‘ "doc_type":["text"],
"doc_lang":["ger”],
df "id":"76c99591-85F8-4FF5-8520-447ab6ffadae”,
| ‘ "_version_":1568278227951434585a},
Raw Query Parameters 1
|k9Y1=V3|1&k9Y2=V3|2 ‘ "doc_id":["https://www.youtube.com/watch?v=79LvqIETZe8"],
wt "doc_url":["https://waw.youtube.com/watch2v=79LvqIETZe8" ],
| {son v | "doc_ontology™: ["UMLS"],
"doc_title":["Prostatakarzinom"],
indent "doc_type":["video"],
¥ indent d d
") debugQuery "doc_lang”:["ger”],
"content":["Loading...Loading...Loading...Working...Loading...Loading...Working
O g "id":"e3e8bed5-ad71-41d@-8995-2d3d6a24F3d9",
dismax
@ "_version_":156828087355383319@4},
edismax
i
I hl "doc_id": [ "https:/ www.youtube.com/watchv=v4KFwiFrmoI"],
(] facet "doc_url”:["https://www.youtube,com/watch?v=vaKFwiFrmoI"],
. "doc_ontology": ["UMLS"
[ spatial —ontotoey t 1.
@ "doc_title":["Bewegung gegen Krebs"],
spellcheck

"doc_type":["vides"],
"doc_lang":["ger”],
"content":["Loading...Loading...Loading...Working...Loading...Loading...Working

Biomedical Informatics
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Solr : Analysis
Analysis Phases:

» Jndex time

=  (Query time

Analyzers may be a single class or they may be
composed of a series of tokenizer and filter classes.

= Tokenizers break field data into lexical units, or
tokens.

= Filters examine a stream of tokens and keep them,
transform or discard them, or create new ones.

Biomedical Informatics



(@ 139.91.210.65:8983/s0lr/#/phirdocs/analysis?analysis.fieldvalue=lungs&verbose_output=1&analysis.fieldtype=text_deanalysis.query=LUNG¥%20CANCER ﬁ] E

Use original UI (i)
{1@ Field Value (Index) Field Value (Query)
SO [r = unas LUNG CANCER
/, 4
@ Dashboard Analyse Fieldname / FieldType: @ Schema Browser v Verbose Output
(3 Logging
& core Admin ST text lungs ST text LUNG CANCER
@ Java Properties raw_bytes [6c 756267 73] raw_bytes [4c 5542 47] [43414e434552]
= Thread Dump start ] start 0 5
end 5 end 4 11
positionLength 1 positionLength 1 1
oS, type <ALPHANUM> type <ALPHANUM> <ALPHANUM=
ﬂ Overview position 1 position 1 2
_ LCF text lungs LCF text lung cancer
@ Dataimport raw_bytes [6c 75 62 67 73] raw_bytes [6c75 62 67] (6261626365 72]
@ Documents start 0 start 0 5
end 5 end 4 11
E e positionLength = 1 positionLength = 1 1
Ping type <ALPHANUM:= type <ALPHANUM:> <ALPHANUM:>
ok Plugins / Stats position 1 position 1 2
L query SF text lungs SF text lung cancer
o1g Replication raw_bytes [6c 756267 73] raw_bytes [6c75 62 67] [63616e636572]
start 0 start 0 5
Eschema end 5 end 4 11
¥ Segments info positionLength = 1 positionLength | 1 1
type <ALPHANUM> type <ALPHANUM > <ALPHANUM>
position 1 position 1 2
text lungs text lung] cancer
raw_bytes [6c 7566 67 73] raw_bytes [6c75 6e 67] [6361 6e 6365 72]
start ] start 0 5
end 5 end 4 11
positionLength 1 positionLength 1 1
type <ALPHANUM = type <ALPHANUM> <ALPHANUM>
position 1 position 1 2
GLSF  text lung GLSF | text lung canc
raw_bytes [5c 75 6e 67] raw_bytes [6c75 62 67] [63 61 6e63]
start 0 start 0 5
end 5 end 4 11
positionLength = 1 positionLength | 1 1
type <ALPHANUM> type <ALPHANUM > <ALPHANUM=>
position 1 position 1 2
keyword false keyword false false
Documentation  # Issue Tracker G IRC Channel [ Community forum  [o] Solr Query Syntax

Biomedical Informatics



Solr : Integration

Solr] is an API that makes it easy for Java applications
to talk to Solr. Solr] hides a lot of the details of
connecting to Solr and allows your application to
interact with Solr with simple high-level methods.

Biomedical Informatics



Solr : Query with solrj

SolrServer server = new HttpSoclrServer(“http://localhost:B@88/apache-solr-1.4.8");
SolrQuery query = new SolrQuery();

query.setQuery{"*:*");
query.setFacet(true);
query.set{"wt™, "json"};
query.setRows(5);
query.setStart{@);

QueryResponse response = server.query(query);

Biomedical Informatics
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