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What are Healthcare Information Services?

 Systems used to collect, store, manage, and transmit healthcare
information

e Support clinical, administrative, and financial processes

e Improve efficiency, accuracy, and patient care
In general, information systems of a healthcare facility facilitate two main
group of activities, functions and services i.e.:

e The core business of providing healthcare to its clients

e Managing the hospital as a business entity, a provider of hospitality services
and a physical facility
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Healthcare Industry Overview

Hospitals

Clinics

Diagnostic laboratories
Pharmacies

[nsurance companies

Public health organizations

Healthcare IT connects all these entities.
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Electronic Health Records (EHR)

Electronic Health Records contain:
+ Patient demographics

* Medical history

+ Diagnoses

* Medications

 Laboratory results

 Radiology reports s é
A L
Insurers Radiology Reports
Benefits: \ @ a% /
75Healt
- Improved data access PR | vita Signs alth.y

- Better coordination between doctors
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EHR System Architecture

Typical EHR architecture includes:
e User interface
e Application layer
e Database layer
e Integration services

Technologies used:

e Web applications
e APIs
e Secure databases
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Health Information Systems (HIS)

A Health Information System manages:

e Patient information

e Hospital operations
Ifiuspltal
Information

e Medical records

System @
e Administrative processes sankis

Goal: Efficient hospital management
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Hospital Information System Modules

Major modules include:
e Patient Registration
e Appointment Scheduling
e Billing and Insurance
e Laboratory Management
e Pharmacy Management

e Clinical Documentation
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EHR vs HIS vs PHR

(] EMR vs. EHR vs. PHR

R
(2]

EHR

S

Medical

Kugsang Jeong (handeum@gmail.com)
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Typical
Architecture

EXTERNAL HEALTHCARE ECOSYSTEM
Public Health | Insurance | Pharmacies | Labs | Imaging Centers | Patients

}

INTEROPERABILITY / INTEGRATION LAYER
HL7 Messages | FHIR APIs | DICOM | REST APIs | ESB

!

CORE HEALTHCARE APPLICATION LAYER
EHR / EMR | HIS | LIS | RIS / PACS | Pharmacy System | Billing / Insurance | Scheduling / ADT | Telemedicine

!

CLINICAL INTELLIGENCE LAYER
CDSS | Analytics / Bl | Al / ML Models

DATA MANAGEMENT LAYER
Operational DB | Data Warehouse | Data Lake | Backup / Archive

!

INFRASTRUC TURE / PLATFORM LAYER
Servers | Cloud | Containers | Networks | IAM | Monitoring | Storage

}

SECURITY & GOVERNANCE LAYER
Authentication | Authorization | Encryption | Audit Logs | Compliance | Privacy
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Health Information Exchange

Logistics Management

Health Information
| Exchange
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Laboratory Information Systems (LIS)

* LIS manages laboratory workflows:

Patient Record

 Test ordering

e Sample tracking
e Test results processing Reporting ?Lffy'

e Reporting results to doctors

Ad

elio/la b Sample

Validation
e Collection

* Benefits:
e Faster diagnostics

Additional

Result Analysis
Entry
.-d

e Reduced human error
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Radiology Information Systems (RIS)

* RIS supports radiology departments:
e Imaging scheduling
e Patient tracking sert
e Radiology reporting

e Integration with imaging systems
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PACS (Picture Archiving and Communication System)

* PACS stores and manages medical images
* Examples:

PACS
ot X—ray ﬂ PACS CLIENTS
e CT scans l
e MRI scans T @

e Ultrasound images

e Benefits:

.. . .
e Digital storage (R y
e Faster access L iﬂ ,1

e Remote viewing

ULTRA SOUND
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Healthcare Data Standards

* Healthcare systems communicate using standards

¢ Important standards: g—  HEALTH DATA STANDARDS ==y

PRIVACY & SECURITY
STANDARDS

4

CONTENT & EXCHANGE

e HL7 - health data exchange

; : ; TERMINOLOGY
e DICOM - medical imaging format STANDARDS

E— . . .

KRISHNA S YADAV

STANDARDS

These ensure interoperability.
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Healthcare Interoperability

* Different systems should be able to
exchange and use data.

* Examples: FRIR for
% \nteroperability
e Hospital <> Laboratory -
oY
e Hospital «» Pharmacy Data Exchange
* Hospital « Insurance Interaperabiliy
Health
. System and
e Stakeholders
* Key technologies: Niss il
e APIs Frijee \nteroperability
inValue-Based
e HL7 messages Care Models

e FHIR resources
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Data Security in Healthcare

Healthcare data is sensitive. Systems must follow regulations.
Security methods: Examples:

e Encryption e GDPR - Europe

e Authentication e HIPAA - United States

e Role-based access control
e Secure data transmission Goals:

e Protect patient privacy
e Secure personal health data
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Telemedicine Systems

Telemedicine enables remote healthcare services.

Examples:
e Video consultations

e Remote diagnostics

 Digital prescriptions
Benetfits:

e Improved access to healthcare

e Reduced hospital visits
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Artificial Intelligence in Healthcare

Role of Al in Healthcare

Biomedical Informatics



T

Artificial Intelligence in Healthcare

Al applications include: Machine learning models analyze
healthcare data.

e Predicting disease risk
e Detecting anomalies
e Personalized treatment plans

e Medical image analysis

e Disease prediction

e Clinical decision support
e Drug discovery

Algorithms:
e Neural networks
e Random forests
e Deep learning

Al improves diagnostic accuracy.
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Big Data

* Healthcare generates massive datasets.

® Sources:
e Hospitals
e Wearable devices
e Genomic data

e Clinical trials

* Applications:

e Population health analysis
e Disease outbreak prediction
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Access to electronic patient
data beyond the desktop

- -
3D CT SCAN 1 GB

is generated

It is estimated that by
2015, the average hospital
will generate

S5TB

PACS (picture archiving and communication

There are currently

425K

telehealth providers in the U.S.
of data ' .

ystems) applications were

cited as the

number-one

reason for

healthcare data

growth, at 63

pe! Common uses of health care analytics:
followed by files held in the electronic More accurate diagnoses, streamlining
health record (54 percent) and scanned the cost of care, revenue reimbursement,

documents such as proof of insurance

outcomes and business analysis to
(51 percent) *

manage populations*

The Medicare and Medicaid Electronic
Health Record Incentive Program now
includes a me re for recording imaging
results via certified EHR technology.

36. 6M

Total admissions in U.S. registered
Medical image archives are increasing by hospitals, accordmg to the Amencan

20-40% & 0%

annually '

is unstructured, such as images, video and email.*
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Clinical Decision Support Systems (CDSS)

* CDSS helps doctors make better

e Diagnosis
decisions. / I \

e Drug interaction alerts Prevention & " Prognosis
: . : ~ B e e,

e Diagnostic suggestions i T o }

v " Clinical "":":‘ ______________ fo" *
e Treatment recommendations m;’::::'.‘;’;mkj.-’ N -\j | ? 4
S, oo : / af "
Evolution Treatment "‘f'CDSS% i '..':

Often integrated with EHR systems. e g

Clinical decision ma kers
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Future trends

* Future healthcare
technologies include:

e Al-driven diagnostics

e Personalized medicine
 Digital twins of patients
e Smart hospitals

e Robotics in surgery

Connected Digitally
Digital Labs managed Beds
of the Future with in-built Al

Al-assisted
Diagnosis

Smart Spaces &
Sustainability

Digital
Engagement

Software Defined i Digital Facility Management -
Networks Digital Twin
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Conclusion

Key points:
e Healthcare IT is rapidly evolving
e Computer scientists play a critical role
e Advanced technologies are transforming healthcare

Opportunities for innovation are enormous.
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