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Hazards: Processes & Threads

Threads can

• overwrite each others’ stack

• change heap values

• access data structures in transient states

• access resources in unexpected interleaving

• … 



Race Conditions
A race condition occurs when the ordering of execution 
between two processes (or threads) can affect the outcome 
of an execution (mostly unacceptable)

Conflicts between threads over the use of a global variable 
(or processes over the use of a shared variable)



Race Conditions - Example

Race condition
Due to interleaving, results depend on the order of memory 
accesses



Race Conditions – Doubly Linked List



Race Conditions – Doubly Linked List



Race Conditions – Doubly Linked List

Inconsistency



Critical Section & Mutual Exclusion

Two (or more) processes access shared data at the same time 
to perform an operation (medial property)

It consists of entry (negotiation), critical section/region, and exit



Critical Section & Mutual Exclusion



Critical Section & Mutual Exclusion

Critical regions must meet the following 3 conditions:

• Mutual exclusion – No more than one process can access 
the shared data in the critical section

• Progress – If no process accesses the shared data, then:

–Only processes executing the entry/exit sections can 
affect the selection of the next process to enter the 
critical section

–The process of selection must eventually complete

• Bounded waiting – Once a process executes its entry 
section, there is an upper bound on the number of times that 
other processes can enter the region of mutual exclusion



Critical Section – Locks

• software only

• hardware/software

• abstractions of the critical region problem

–data types

–language constructs



Mutual Exclusion
Mutual exclusion using critical sections



A Solution to Critical Section Problem

(a) Process 0                      (b) Process 1

deadlock

strictly 
alternating



Peterson’s Solution

Theoretical, but not so practical (N=2, instruction reorder)

Bakery algorithm  provides solutions for >2 processes



Peterson solution for mutual exclusion
.

Bakery algorithm  provide solutions for >2 processes



Bakery Algorithm: The Idea

• Each process “takes a ticket number” before entering the 
critical section.

• The ticket number indicates the order of entry.

• The process with the smallest ticket number enters first.

• If there is a tie, the process with the smaller ID goes first.

• After leaving the critical section, the process resets its 
ticket number to zero (indicating it no longer wants to 
enter).



Lamport’s Bakery Algorithm
bool choosing[N];  // choosing[i] = TRUE means process i is picking a number
int number[N];     // number[i] is the ticket number for process I
choosing[i] = TRUE; // Before entering critical section
// Pick the highest ticket number among all processes + 1
number[i] = 1 + max(number[0], number[1], ..., number[N-1]);
choosing[i] = FALSE; // Wait until it's my turn
for (int j = 0; j < N; j++) {

while (choosing[j]) { /* busy wait while process j is choosing its number*/ }
// Wait if process j has a smaller ticket or the same number but smaller ID
while (number[j] != 0 && 

(number[j] < number[i] || 
(number[j] == number[i] && j < i))) {

/* busy wait */
}

}
// CS
// After critical section
number[i] = 0;



Atomic Ops: Test&Set (Enter/Leave CS)

bool TestAndSetLock(bool *Target) {
bool Result;
Result = *Target
*Target = true;
return Result;

}

shared bool PreventEntry = false; 
repeat // entry 

while TestAndSetLock(&PreventEntry) no-op; 

// CS
PreventEntry = false; //exit

until NoLongerNeeded(); 

instructions cannot be interrupted



Test & Set (Enter/Leave a CS)



Spinlock using Atomics - Busy-Wait

Solution does not provide bounded wait!



Ticker Lock (Bounded Wait)



Compare & Swap (Enter/Leave a CS)
Entering and leaving a critical region using the X C H G 
instruction.



Process Deadlock 



Process Deadlock 



Necessary Conditions for Deadlock 
Mutual Exclusion

At least one resource must not support a shared mode of operation (i.e., it cannot be used 
by more than one process at the same time).

Hold and Wait

While acquiring the resources, processes must:

• Hold resources they have already acquired

• Wait for additional resources to become available

No Preemption

• Resources can only be released voluntarily by the processes that hold them.
They cannot be forcibly taken away.

Circular Wait

A set of processes exists such that: ଵ waits for a resource held by ଶ, ଶ waits for a 
resource held by ଷ … ௡ିଵwaits for a resource held by ௡ ௡waits for a resource held 
by ଵ



Preventing Deadlock

Not practical to negate:

• mutual exclusion

• no preemption

Leaves us with 2 remaining conditions to consider:

• Hold & wait

• No circular wait



Negating hold and wait

All resources must be requested at the same time.

If we need resources dynamically… each time we need a 
new resource:

• Release all held resources

• Acquire new set that is needed



Negating circular wait

An ordering is defined on resources (e.g., they are numbered)

• If a process needs resource 1, 7, and 9, they must be 
acquired in that order.

• If the process later needs resource 8, it must release 9 
before acquiring 8.

Breaks circular wait, but makes it hard to write portable code



Resource Allocation Graph

• Resources Πx (instances)

• Processes Δx

• Request edge: Δx → Πx

• Assignment edge: Πx → Δx

• Refers to a specific moment in 
time of the system

• If there is no cycle, there is no 

• If there is a cycle, then there 
may be a 
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Central vs Fine-Grain Locking

Central Lock

• Any process that acquires the central 
lock can use all resources

• Simple design

• No s between resources

• Low parallelism (only one process 
effectively runs in the critical section)

• Multiple Locks (Fine-Grain Locking)

• One lock per available resource

• Enables parallelism

• ✘ Risk of . Example:

• Δ0 holds P0 and waits for P3

• Δ2 holds P3 and waits for P0



Transactional Memory

Transactional memory paradigms simplify synchronization 
through user-level atomic transactions that update multiple 
memory locations as a single operation, while avoiding locks

Transactional memory is alike database transactions

It is set by the developer. It can:

• Succeed and commit (COMMIT)

• Fail and be canceled (ABORT, ROLLBACK)

It can use hardware support with shadow memory



Semaphores (Non-Binary Locks)

• Previous solutions to Critical Section have relied on Locks

• A semaphore is an abstract data type for synchronization

• It contains an integer variable which is accessed by two 
operations known by many names: 



Semaphore Operations (Dijskstra 1965)

• Each semaphore takes an initial integer value >=0

• semaphore s = 1; // for example, initialize to 1

• It is important to always initialize semaphores

• wait – Decrement the counter value. If the counter is less 
than zero, block the process

• signal – Increment the counter value. If processes have 
blocked on the semaphore, unblock one of the processes

• A process calling wait() cannot know the value of the 
semaphore and therefore if it will wait or not

• No rule about which thread among those waiting will 
continue its operation after a signal() call.



Semaphore Implementations

• Higher-level sync primitives
• More flexible than locks (more complex problems)



Semaphore Implementation (busy wait)



Semaphore Implementation- no busy wait



Semaphores - Common CS Code

Using a semaphore to protect resources. (a) One resource. (b) Two resources



Semaphores - Further Examples

(a) Deadlock-free code. (b) Code with a potential deadlock



Deadlock in a Network (Full Buffers)



Trylock & Livelock



Ordering Example

• We want process P to execute routine S before process 
P2 executes routine S2

• We initialize the semaphore to the value 0



Producer-Consumer



Producer-Consumer (Deadlock)



Producer-Consumer
The producer-consumer problem with a fatal race condition.

race condition?



Producer-Consumer (Deadlock)

deadlock?



Producer-Consumer with semaphores



Monitors - Condition Variables

Mechanism for a process to suspend its 
operation until a condition is satisfied 
(e.g., Producer-Consumer)

Functions:

• wait(): The process becomes idle until 
signal() is called. Next 

• signal(): wakes up (all, or exactly one) 
dormant process/es (if any exists)

• no init, value is always initialized to 0

• Only one active process in the monitor 
at any given time 



Monitor Example



Producer-Consumer with Monitors

Only one monitor procedure 
at a time is active. The buffer 
has N slots.



POSIX - Pthread Mutex Calls
Some of the Pthreads’ calls relating to mutexes.



Condition Variables



Producer-Consumer with Threads



Producer-Consumer with N Messages



Readers-Writers: Shared Data Access

Used for structures that do not change frequently

• Readers: Data data does not change

• Writers: Data is changing

Rules

• Multiple Readers allowed simultaneously

• Writers must have exclusive access

Priorities

• Writers or Readers

• Starvation is possible in both cases



Readers-Writers (readers priority)



Lunch in the Philosophy Department



Dining Philosophers

• Dijkstra’s resource management 
problem

• 5 philosophers (eat and think)

• 5 chopsticks

• A hungry philosopher needs 2 
chopsticks to eat

• Two philosophers cannot use the 
same stick

• Avoid deadlock

• Avoid starvation



Dining Philosophers

deadlock



Dining Philosophers

• Use a semaphore, initialized to 
the value 4, so that in any case 
all 5 philosophers do not claim 
the sticks

• Note: If one of the philosophers 
starts to take a stick in a 
different order than others, then 
a deadlock cannot be created



Dining Philosophers - Solution



Barrier
(a) Processes approaching a barrier

(b) All processes but one blocked at the barrier.

(c) When the last process arrives at the barrier, all of them 
are let through



Barriers with semaphores

• If we want to block a process until something else occurs, we 
use a semaphore initialized to 0



Barrier Example

Suppose PA has spawned PB, PC, and PD and we wish PA 
to wait until its children have terminated 


