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Optopog twv Yrodoywy (sockets)

Ta sockets TTPOCQEPOUV IO YEVIKEUUEVN IKAVOTNTA OIKTUWONG

o Eival d1a8€o1ua Pe TIC TTEPICCOTEPEC TPEXOUOEC DIAVOUEG TWV CUCTNUATWY
Unix

o EmTpétrouv TNV €TTIKOIVWVIA HETACU OUO DIOPOPETIKWYV dIEPYATIWY OTNV idla
N 0€ DIAPOPETIKEG PUNXAVES

2.€ EVAV TTPOYPAMMATIOTH TA sockets @aivovTal KAl CUPTTEPIPEPOVTAI
oav évav xaunAou etmitrédou file descriptor

o Autd ocupPaivel €TTEION VTOAEC OTTWCG read() kai write() xpnoigoTroiouvTal yia
Ta sockets e Tov idIO TPOTTO TTOU XPNOIMOTTOIOUVTAI JE TA APXEia

Kotaveunpéva Xvotpoto
2012-2013 (E) Emnowvwvia pe Yrodoyég



Optopog twv Yrodoywy (sockets)

In computer networking, an Internet socket or network socket is
an endpoint of a bidirectional inter-process communication flow
across an Internet Protocol-based computer network, such as the
Internet

The term Internet sockets is also used as a name for an application
programming interface (API) for the TCP/IP protocol stack, usually
provided by the operating system

o Internet sockets constitute a mechanism for delivering incoming data packets
to the appropriate application process or thread, based on a combination of
local and remote IP addresses and port numbers

o Each socket is mapped by the operational system to a communicating
application process or thread

Kotaveunpéva Xvotpoto
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Optopog twv Yrodoywy (sockets)

In computing, network programming, essentially identical to socket

programming or client—server programming, involves writing computer programs

that communicate with other programs across a computer network

o The program or process initiating the communication is called a client process, and the
program waiting for the communication to be initiated is the server process

o The client and server processes together form a distributed system

o The communication between the client and server process may either be connection-

oriented (such as an established TCP virtual circuit or session), or connectionless
(based on UDP datagrams)

o A program that can act both as a client and a server is based on peer-to-peer
communication

Sockets are usually implemented by an API library such as Berkeley sockets,

first introduced in 1983

o Most implementations are based on Berkeley sockets, for example Winsock introduced
1991

o Other socket APl implementations exist, such as the STREAMS-based Transport Layer
Interface (TLI)

Kotaveunpéva Xvotpoto
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Optopog twv Yrodoywy (sockets)

The Berkeley sockets application programming interface (API)

Q

Comprises a library for developing applications in the C programming
language that perform inter-process communication, most commonly for
communications across a computer network

Berkeley sockets (also known as the BSD socket API) originated with the
4.2BSD Unix operating system (released in 1983) as an API

Only in 1989, however, could UC Berkeley release versions of its operating
system and networking library free from the licensing constraints of AT&T's
copyright-protected Unix

The Berkeley socket API forms the de facto standard abstraction for network
sockets

Most other programming languages use an interface similar to the C API

The APl is also used for Unix domain sockets, which are an interface to
interprocess communication (IPC) channels within a single computer

All modern operating systems now have some implementation of the
Berkeley socket interface, as it became the standard interface for connecting
to the Internet

Kotaveunpéva Xvotpoto
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Optopog twv Yrodoywy (sockets)

['1a TIG TTEPICCOTEPEC DIAdIKATIEC TTOU XPNOIMOTTOIOUV sockets, ol
pOAoI Tou TTEAQTN (client) kal TOU KEVTPIKOU €EUTTNPETNTN (Server)
TTPETTEI VO OPIOTOUV

o 'Evacg server givail pia digpyacia TTou KAvel KATTOIA AEITOUPYia KATOTTIV
AITNOEWGS aT1Td €vav client

o Otrwcg Ba pavei TTapakdatw, ol pOAol Oev €ival CUPMETPIKOI Kal OEV UTTOPOUV
Va aVTIOTPAPOUV EUKOAQ XWPIC KATTOIO TTPOOTTABEIN

Kotaveunpéva Xvotpoto
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Xomnon
Xpnon Twv sockets ue evav connectionless ) datagram tpoTro

METACU TwV client kai server otnv idla unxavn

0 2E QUTAV TNV TTEPITITWOT, O client dev eyKaBIOTA pNTG pIa OUVOEDT PE TOV
server

o O client, puoikd, TTpéTTel va ¢€pel T dlEuBuvon Tou server

o O server, 0Tn ocuvéxela, TrePIMEVEl ATTAG €va urpvuua va karagbdoel. H
d1euBuvaon Tou client gival pia atrd TIC TTAPAPETPOUC TOU INVUNATOC KAl
XPNOIUOTTOIEITAI ATTO TOV Server yia TNV atTavrnor) Tou

Kotaveunpéva Xvotpoto
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Xonon

Xpnon Twv sockets pe Evav ouvdedEPEVO TPOTTO HETALU TwV client
Kal server atnyv idla pnxavn

0 2€ AUTAV TNV TTEPITITWON, 01 POAOI TOU TTEAATN KAI TOU KEVTPIKOU UTTOAOYIOTH
gvioxUuovTal TTEPAITEPW ATTO TOV TPOTTO UE TOV OTTOIO TO socket kaBiepwveTal
Kal XPNOIUOTTOIEITAl

o AuUTO TO HOVTEAO ava@EPETAl oUXVA wW¢ connection-oriented client-server
MOVTEAO

Xpnon Twv sockets pe Evav ouvdedEPEVO TPOTTO HETALU TwV client
Kal server o€ OIAPOPETIKEC UNXAVES

o AUTO €ival n eTEKTAON OTO DIKTUO TOU OEUTEPOU OTADIOU TTOU HOAIG
avapepinke

Kotaveunpéva Xvotpoto
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Internet Sockets

Ta duo Baoika €idn Internet sockets
o Stream Sockets (SOCK_STREAM)
o Datagram Sockets (SOCK _DGRAM)

Stream Sockets

o Eivar agiomoTta (error free)

AITTAR ¢ KaTeuBuvong

Telnet, HTTP xpnoipyoTtrolouv stream sockets
YywnA¢ Troiotntag petadoon (xprhon TCP)

0o O O

Datagram Sockets

o Connectionless sockets

o [lakéra pytropei va xabouv

o XapnAf Toiétnta yetadoong (xpron UDP)

Kotaveunpéva Xvotpoto
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Internet Sockets

‘Eva stream gival pia akoAouBia atrd XapakTAPES TTou "pEouv” TTPOGg
N a1ro uia dlgpyaacia

‘Eva input stream cuvdEeTal o€ KATTOIa TTNYN €10000U (input source)
NG dlEPyaaiag, T.X., TTANKTPOAOYIO 1] socket

‘Eva output stream cuvdéeTal o€ KaTTOIO TTNYH £€¢0d0U (output
source), T1.X., 000vn r} socket

Kotaveunpéva Xvotpoto
2012-2013 (E) Emnowvwvia pe Yrodoyég
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Internet Sockets

O Client TTp€TTEl VA ETTIKOIVWVNAOCEI UE TOV Server
o H diepyacia Tou server TTPETTEl va "TPEXEI" 0N

o O server TpétTel va £xel dnuUIoupynoel éva socket (TTopta) yia Tnv "uttodoxn'
TNG ETTIKOIVWVIAG aT1TO TNV TTAEUPA Tou client

O Client emkoivwvei ye Tov server (TCP)

o Meg 1n dnuioupyia evocg Totmikou TCP socket

o [Npoodiopilovrac yia IP dieuBuvon & apiBuod port Tng diEpyaaiag Tou server
o O client TCP gykaBiotd ouvdeon e 10 server TCP

o Orav katrolog client emdiwkel TNV €mmIKoIVwvia, To server TCP dnuioupyei
VEO socket yia Tnv eTmiKoIvwvia TnNG diEpyaaiag Tou server Pe Tov client

EmTpétrel 010 server va "WIAGel" pe TToAAaTTAOUG clients
—EXWPIOTA port numbers yia Tn d1dkpion PETACU clients

Kotaveunpéva Xvotpoto
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Internet Sockets

O Client emkoivwvei pe Tov server (UDP)
o Aev uttapyxel xelpaywia (handshaking)

o Aev gykaBioTatal “ouvdeon” yetacu client kal server

o O amrooToAéag emmiouvartTel pntd TNV IP d1euBuvaon kal To port TTpoopIcuoU
o€ KAOE TTaKETO

o O server rpétrel va ¢ayel Tnv IP diebBuvon kai 1o port Tou attooToAEQ aTTO
KABE TTaKETO TTOU AauPBAavel

o Ta heTadIidOueva dedopEvVa UTTOPET va TTapaAn@Oouyv eKTOC OEIpAcC 1) va
xaBouv

Kotaveunpéva Xvotpoto
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UNIX I/0

Baoikéc ouvapTroelic Eic6dou/EE6dou

Q

o 0O 0O O

open

close

read (see also recv and recvfrom)
write (see also send and sendto)
Iseek

int desc;

desc = open(“file”, O_RDWR, 0);
read(desc, buffer, 128);

close(desc);

Kotaveunpéva Xvotpoto
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UNIX 1/0O

Internal data structure
for file O

Famuly: PF INET

Service: SOCK. S

Remote IP:
Local Port:
Remote Port:

2012-2013 (E)

Kotaveunpéva Xvotpoto
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Socket API Functions

socket()

o Creates a new socket of a certain socket type, identified by an integer number, and
allocates system resources to it

bind()

o Associates a socket with a socket address structure, i.e. a specified local port number
and IP address.

listen()

o Used on the server side, and causes a bound TCP socket to enter listening state
connect()

o Used on the client side, and assigns a free local port number to a socket

o In case of a TCP socket, it causes an attempt to establish a new TCP connection
accept()

o Used on the server side

o It accepts a received incoming attempt to create a new TCP connection from the
remote client, and creates a new socket associated with the socket address pair of this
connection

send() and recv(), or write() and read(), or recvfrom() and sendto()
o Used for sending and receiving data to/from a remote socket
close()

o Causes the system to release resources allocated to a socket

o In case of TCP, the connection is terminated

Kotaveunpéva Xvotpoto
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Socket API Functions

The Berkeley socket interface is defined in several header files

o The names and content of these files differ slightly between implementations
o In general, they include:

2012-2013 (E)

<sys/socket.h>
o Core BSD socket functions and data structures
<netinet/in.h>

o AF_INET and AF_INET6 address families and their corresponding protocol families
PF_INET and PF_INET6

o Widely used on the Internet, these include IP addresses and TCP and UDP port numbers
<sys/un.h>

o PF_UNIX/PF_LOCAL address family

0 Used for local communication between programs running on the same computer

0 Not used on networks

<arpalinet.h>

o Functions for manipulating numeric IP addresses

<netdb.h>

o Functions for translating protocol names and host names into numeric addresses

o Searches local data as well as DNS.

Kotaveunpéva Xvotpoto
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Kinon Zvotmpatog — Socket()

int socket(int af, int type, int protocol)

o family or domain

To TTpwTOo OpIoPa opilel TNV OIKOYEVEIA () OTNV OTTOIa AVAKEI TO socket
O1 BUO OIKOYEVEIEG TTOU XPNOIKOTTOIOUVTAl APKETA CUXVA gival:
AF_UNIX yia Tnv emiKoIvwvia JeTagu digpyaciwy oTnyv idia unxavn (xprion apxeiwv)

AF_INET vyia Tnv eTmikoIvwvia JeTatu diEpyaciwy TToU BPioKovTal 0€ DIQQOPETIKEG UNXAVEG
XPNOIMOTTOIWVTAG TA TUTTOTTOINKEVA TTPWTOKOAAG (IP/UDP/TCP)

AF_INETS6 yia IPv6

o type

2012-2013 (E)

To deUuTEPO OpPIoUA cival 0 TUTTOG TOU socket Kal €XEl va KAVEI JE TO KOTUA» TNG ETTIKOIVWVIOG
O1 dUo 0 ouvnNBEOoTEPA XPNOIUOTIOINUEVEG TIMES TTEPIAANBAVOUV:

SOCK_STREAM: Mia por] dedouévwv Xwpic opla ueyEBoug

0 Hmapddoon oe éva dIKTUwWMEVO TTEPIBAAAOV gival eyyunuévn

o Edv n mapddoon eival aduvarn, o ammooToAéag AapBavel évav urivuua Addoug
SOCK_DGRAM: Mia por] dedopévwy OTToU KABE TTOKETO £XEI OUYKEKPIUEVO UEYEBOC

0 Htapddoon o€ €va dIKTUWMEVO TTEPIBAAAOV BeEV gival eyyunuévn

Kotaveunpéva Xvotpoto
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Khnon 2vompatog — Socket()

int socket(int af, int type, int protocol)

o protocol

2uvnBbwcg protocol =0

EmTpétTel 0TO cUCTNUA VA ETTIAECEI TO TTPWTO TTPWTOKOAAO TTOU £ival dIaBEaiuo
QaPOU TTPWTA £XEI OPIOTEI N OIKOYEVEIQ KAI O TUTTOG TOU socket

o IPPROTO_TCP: yia 1o mpwTtokoAAo TCP
o IPPROTO_UDP: yia 1o TrpwtokoAAo UDP2
0 These protocols are specified in <netinet/in.h>

o Houvaptnon emoTtpépel -1 o€ TepITTTwon AdBoug, dIaPOPETIKA TOV
TTEPIYPOAPEQ TNG UTTODOXNG

o Mia dAAn digpyaacia TTou BEAEI va ETTIKOIVWVHOEI UE TN TTPONYOUHEVN OEV EXEI
TPOTTO VA OVOUACEl TNV UTTOOO0XH, MEXPIC OTOU N utTodoXh va AdBel dieuBuvon

2012-2013 (E)

210 1Tedio UNIX n dieuBuvon ouvrBwg atroTeAgiTal atro €va ) dUo ovouata
d1adpOoMNG

210 TTedio Internet n dieuBuvon atroteAcital atrd £va ouvduaouo IP dieuBuvong kai
apIBuou Bupacg (port)

Kotaveunpéva Xvotpoto
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Khnon Zvompatog — Bind()

int bind(int sockfd, struct sockaddr *my_addr, int addrlen)

o H 1pakTikAi Xprion Tng bind, gival va 6éver To socket TTou dnuioupyndnke, o€
MIQ OUYKEKPIUEVN port

o sockfd
Eival To socket file descriptor (to socket Tou dnuioupyndnke)

o my_addr

Eival évag d€iktng otnv dopr sockaddr, n otroia TTepIEXEI TTANPOPOPIES YIa Eva
ovoua diadpouns A Tnv local IP address, Tnv port otnv otroia Ba yivel bind 10
socket)

o addrlen
Eival To péyeBog Tou sockaddr (xprion Tou sizeof(struct sockaddr))

o Houvaptnon emoTtpépel -1 o€ TepiTTTwon AdBoug, diagopeTikad 0 o€
TTEQITITWON ETTITUXIAGC

Kotaveunpéva Xvotpoto
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[Tapaderypo 1: Socket() — Bind()

MNapdadeyua 1
o Anuioupyia uttodoxnc ue apiBunTikn IP dieuBuvon

0 YTIAPXOUV OPKETEC HOKPOEVTOAEC TTOU TTEPIAANBAVOUV TTPOKOBOPICUEVES
dleuBuvoelg, 6TTwe INADDR_LOOPBACK, INADDR_BROADCAST KATT

o H pakpoevtoAr) INADDR_ANY emmTpETel 0TO OUGTNUA VO ATTOOWOEI QUTO
oTroladnToTe eloepxopevn IP dielbuvon waoTe va emteuxOei ouvdeon pe
ATTOJAKPUOUEVO UTTOAOYICTH TTOU AVOUEVEI QiTNPA OUVOEONG OTN
OUYKEKPIMEVN BUpa

When receiving, a socket bound to this address receives packets from all
interfaces

When sending, a socket bound with INADDR_ANY binds to the default IP address,
which is that of the lowest-numbered interface

Kotaveunpéva Xvotpoto
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[Tapaderypo 1: Socket() — Bind()

MNapdadeyua 1
o Anuioupyia uttodoxnc ue apiBunTikn IP dieuBuvon

o O1 ouvapthoelc htons(), htonl() xpnoluotrolouvTal yia va 'yeTagpdacouy’, av
gival atrapaitnto, TN o€1Ipd atrobrikeuong Twv bytes (byte order) akepaiwv
(short kal long) yeTAEU TOU OIKEIOU UTTOAOYIOTH Kal Tou dIkTUOU (host to
network)

AvTioToixa uttdpxouv Kai ol ouvapTioelg ntohs(), ntohl() (network to host)

AuUTO yiveTal yia va €Eao@QaAIOTE ETTIKOIVWYVIia YETAEU 'big-endian' kai 'long-endian'
ouoTNUATWYV

The htons function can be used to convert an IP port number in host byte order to
the IP port number in network byte order

Kotaveunpéva Xvotpoto
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[Tapaderypo 1: Socket() — Bind()

The adjectives big-endian and little-endian refer to which bytes are most significant in multi-

byte data types and describe the order in which a sequence of bytes is stored in a

computer’'s memory

o In a big-endian system, the most significant value in the sequence is stored at the
lowest storage address (i.e., first)

o In a little-endian system, the least significant value in the sequence is stored first

o For example, consider the number 1025 (2 to the tenth power plus one) stored in a 4-
byte integer:
00000000 00000000 00000100 00000001
Big-Endian Little-Endian
Address representation representation of

of 1025 1025
00 00000000 00000001
01 00000000 00000100
02 00000100 00000000
03 00000001 00000000

Who is who

o Many mainframe computers, particularly IBM mainframes, use a big-endian
architecture

o The PowerPC system is bi-endian because it can understand both systems
o Most modern computers, including PCs, use the little-endian system (LSB first)
o The network byte order, as used on the Internet big-endian (MSB first)

Kotaveunpéva Xvotpoto
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[Tapaderypo 1: Socket() — Bind()

#include <stdio.h>

#include <stdlib.h> /*
#include <sys/socket.h> * Socket address, internet style.
#include <netinet/in.h> */
struct sockaddr_in {

int make_socket (unsigned short int port) u_char sin_len;
{ u_char sin_family;

int sock; u_short s in_p ort;

struct sockaddr_in name; struct 1in_addr sin_addr;

char siH_ze:D[S];
I* Create the socket. */ };
sock = socket (PF_INET, SOCK_STREAM, 0);
if (sock < 0)
{
perror ("socket");

This structure contamns the Internet address in network bvte order.
exit (EXIT_FAILURE);

} struct in_addr {
I* Give the socket a name. */ u_long s_addr:
name.sin_family = AF_INET; b:

name.sin_port = htons (port);
name.sin_addr.s_addr = htonl (INADDR_ANY);
if (bind (sock, (struct sockaddr *) &name, sizeof (hame)) < 0)

{
perror ("bind");
exit (EXIT_FAILURE);
}
return sock;
}

Koatavepnpeéva Zvotpota
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[Tapaderypo 1: Socket() — Bind()

2.2 IPv4 socket address structures

struct sockaddr_in {

sa_fimily_t sin_family; J*Address Family - sys/socket.h*/
uintie_t sin_port; J*Port Number -
unsigned 16 bit integer (sys/types.h)*/
struct in_addr sin_addr; /*¥Internet Address™/
unsigned char sin_zero[8]; /*Pad Bytes*/
I
struct in_addr {
uint32_t s_addr; J¥Internet Address™®/
;7

H sin_family naipvel mipn AF_INET
H sin_port kaBopilel Tn Glpa Tou socket (o network byte order)
H s_addr nepigxel Tnpv IP &ied8uvon (oe network byte order)

Kotaveunpéva Xvotpoto
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[Tapaderypo 1: Socket() — Bind()

2012-2013 (E)

UNIX
sockaddr_un{}

length AF_LOCAL

IPwv4 IPvE
sockaddr_in{} sockaddr_inG{}
length AF_INET length AF_INETS
16-hit pori# 18-bit poris
32-hit A2-hit
IPvw4 address flow label
{unused)
128-hit

IFvE address

Pathname
{up to 104 bytes)
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[Tapaderypo 2: Socket() — Bind()

MNapdadeiyua 2

o Anuioupyia uTTOd0XNG ME XPNON CUVAPTACEWY Kal ONAWGCEWY TTOU CUAAEYOUV
TTANPOPOPIES yIa TOV UTTOAOYIOTA PWE BAON TO Ovoua hostname
To 6voua hostname ypnoipoTrolgital wg KAEION avalnTnong TTANPOPOPIWY OXETIKA PE TOV
UTTOAOYIOTA O€ pIa 'Baon dedopévwy uttohoyioTwV' (host database)

H atrAouoTtepn host database €ival To apyeio /etc/hosts Tou diatnpei kaBe cuoTnua UNIX/Linux

o Houvaptnon gethostbyname() avadnta TTAnpo@opieg yia TOV UTTOAOYIOTH JE TO GVOua
hostname o1n Bdaon dedouévwy Kal TIC atroBnkevel oTn dour hostinfo
AT1T6 Tn doun hostinfo avtiypdeoupe otn dopr) sockaddr Tnv IP dieuBuvon Tou UTTOAOYIOTH

The gethostbyname() function returns a structure of type hostent for the given host name.
Here name is either a host name, or an IPv4 address in standard dot notation, or an IPv6
address in colon (and possibly dot) notation. If name is an IPv4 or IPv6 address, no lookup is
performed and gethostbyname() simply copies name into the h_name field and its struct
In_addr equivalent into the h_adadr_list[0] field of the returned hostent structure

o AvrioTtoixn diadikacia utropei va uAoTroinBei kai yia Tnyv TiPA port, n otroia 8a utropouce
va €caxOei amrd yia Baon dedouévwyv utTnpeoIwy (service database) €101 woTe n BUpa
AQUBAVEI TN TIPA TTOU AVTIOTOIXEI OTO OVOMA TNG AVTIOTOIXNG UTTNPECIAC

H cuvnBiouévn Baon dedopévwy gival To apxeio /etc/services

Kotaveunpéva Xvotpoto
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[Tapaderypo 2: Socket() — Bind()

This structure contains host information.

struct hostent {
char *h_name; /* official name of host

: : cha **h aliases; /* zlias lis

#include <stdio.h> har naiiases 7oalias Zist
. ) int h_addrtype; /* host address type

#include <stdlib.h> int h length; /* length of address

#include <SyS/SOCket_h> tl;er . '*;;_aiciralc_lisj:,l' [“_lE:E, -::;da-:;-:'_:es.?es _fr:::fr, nal:l.e server
. . . define h addr h addr 1ist[0] /* address, for backwar

#include <netinet/in.h> /% compatiblity

#include <netdb.h>

void init_sockaddr (struct sockaddr_in *name,
const char *hostname,
unsigned short int port)

struct hostent *hostinfo;

name->sin_family = AF_INET;
name->sin_port = htons (port);

hostinfo = gethostbyname (hostname);

if (hostinfo == NULL)

fprintf (stderr, "Unknown host %s.\n", hostname);
exit (EXIT_FAILURE);

}

name->sin_addr = *(struct in_addr *) hostinfo->h_addr;

Kotaveunpéva Xvotpoto
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2.0voeom Ymoooywyv Pong

2UVNOWG N ouvdeon NEOW UTTODOX WYV OEV EiVal CUMMPETPIKNA

o H uia digpyaaoia AsiIToupyei WS dIAKOUIOTAG KAl N GAAN wW¢ TTEAATNG

o O dlakopIoTAC OUVOEEl TNV UTTOOO0XI TOU OE TTPOCUNPWVNHEVO GVOoUQ
d1adpounGS 1 Bupa

0 2Tn OUVEXEIQ QVANEVEI AITACEIC ETTIKOIVWVIAG AAAWYV DIEPYATIWY NECW TNG
UTTOO0XNG

o 27N TepiTrTwaon uttodoxwyv por¢ (SOCK _STREAM), o d10KOMIOTAC KAAEI TN
ouvaptnon listen()
o O meAATNG OUVDEETAI TNV UTTODOXN TOU DIOKOUIOTH PE TN oUvAPTNON

conr(l)ect() TTOU €XEI oUVTAEN Kal AEITOUpyia avTioToixn JE TN ouvapTnon
bind

O 2TN TEPITITWON TToU 0 TUTTOG TNG UTTodoX NG eival SOCK_STREAM o
OIOKOMIOTAG ATTaVTA OTO aiTnua connect() pe Tn ouvapTnon accept() wWoTe va
OAOKANPWOEI N eTTIKOIVWVIa

Kotaveunpéva Xvotpoto
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Knon 2votpatog — Listen()

int listen(int s, int backlog)

a

H listen() kaBiepwvel 1o socket wg 1o TTABNTIKO AKPEO Piag ouvdeong

Aev avaoTENAEl TNV eKTEAEON TNG DIEPYQTIOC
Kavéva yivupa dgv UTTopei va oTaAEi JEow auTou Tou socket
Ta el0epXOMEVA uNVUPATA UTTOPOUV va TTapaAn@Bouv

S

Eivai o file descriptor Tou ouvdéetal ue 10 socket TTou dnuioupyeEiTal
XpPNoIyoTToIwvTag TNV socket()

backlog
gival To uéyeBo¢ TNG OUPAG AVAUOVIC TWV AITACEWYV TTOU TTEPIPEVOUV EVW O
ECUTTNPETNTAC Eival ATTAOXOANPEVOC UE TNV £EUTTNPETNON Miag aiTnong
H ouvneng Tiun givail 5
Once a connection is accepted, it is dequeued

0 emoTpEéPeTal OTNV €TTITUXiA, -1 0TO AGBOC PE TO errmno va dgixvel To TTPORANUa

Kotaveunpéva Xvotpoto

2012-2013 (E) Enwowvwvia pe Yrodoyég 30



Kinon Zvompatog — Connect()

int connect(int sockfd, struct sockaddr *serv_addr, int addrlen)

Q

H connect, eykaBidpuel yia ouvdeon PE Eva ATTOUOKPUOUEVO host

sockfd
Eival To romko6 socket file descriptor

serv_addr
Eival n dieuBuvon Tou atrouakpuopévou host TTou BEAoupE va ouvdeBoupe

Addrilen
To péyeBocg TnG dievBuvong

connect() returns an integer representing the error code: 0 represents
success, while -1 represents an error
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Khnon 2Zvompatog — Accept()

int accept(int sockfd, struct sockaddr *name, int *namelen)

o HkAAjon g accept() eykaBIoTa yia ouvdeon TTEAATN-EEUTTNPEETNTI ATTO TNV TTAEUPA TOU ECUTTNPETNTA
o O 1eAdTng ¢nT& TN XPNOIYOTTOINCN TNG OUVOEDONG ME TNV KANON TnG connect()

o O ggummpeTnTAG TIPETTEN Va £X€l OnUIoupynoel To socket xpnaoipoTroiwvTag TNV socket(), va £xel dwoel
éva Ovopa oTo socket pe Tnv bind(), kal va TnNv evepyoTTOINOEl TTEPINEVOVTAG VEEG QITHOEIG PE TNV

listen()
o sockfd
Eivai o file descriptor yia 10 socket o o1roiog etmoTpé@eTal atrd Tnv socket()
m name

Eival évag d¢€iktng o€ pia doun Tou TUTTOU sockaddr

o HkAAon NG accept() emoTpé@el -1 o€ TTEPITITWON AABOUG KAl €va VEO TTEPIYPAPEQ UTTODOXNG, TTOU
AVAQPEPETAI JOVO OTN OUYKEKPIPEVN OUVOEDT
‘Evag d1akouIoTAG PTTopEi va £xel Tautdxpova TTOANATTAEG ouvdéoelc SOCK _STREAM og uia
utTod0oXN
All further communication with the remote host now occurs via this new socket

Datagram sockets do not require processing by accept() since the receiver may immediately
respond to the request using the listening socket
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Kinon Xvompatog — Recvirom()

Avaloya ue To €id0G TOU socket TTou XpnoIPOTTOIEITAI, UTTAPXOUV
OIAPOPETIKEC EVTOAEG VIO ATTOOTOAN KAl Anyn dedopEVWV

o [1a stream sockets
int send(int sockfd, const void *msg, int len, int flags);
int recv(int sockfd, void *buf, int len, unsigned int flags);

o [a datagram sockets

int sendto(int sockfd, const void *msg, int len, unsigned int flags, const struct
sockaddr *to, int tolen);

int recvfrom(int sockfd, void *buf, int len, unsigned int flags, struct sockaddr *from,
int *fromlen);
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Khnon Xvompatog — Sendto()

int sendto(int s, char *msg, int len, int flags, struct sockaddr *to, int
tolen)

o AuTi n AsIToupyia ETTITPETTEI VA ATTOOTAAEI €va JAVUUA msg UAKoug len o€
éva socket ue file descriptor s To otroi0 TTEPIYPAPETAI PE TO to Kal tolen, GTTOU
tolen gival 1o TTpaypaTIKO PAKOG TO tO

o Ta flags mrpo¢ 10 TTapdV Ba civai O

o O apiBudg xapaktipwy TTou OTEAVOVTAI €ival O apIBUAS TTOU ETTIOTPEPEI N
ouvapTnon

o Orav utrapcel Katmolo TPORANHA, -1 ETTICTPEPETAI KAI TO €rrno TTEPIYPAPEI TO

AGBo¢
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Kinon Xvompatog — Recvirom()

int recvfrom(int s, char *msg, int len, int flags, struct sockaddr *from,
int *fromlen)

o AUTA n ouvapTtnon €MTPETTEI O€ €va JAVUPA MSg ME MEYIOTO PAKOG len va diaBaocTei
atrd éva socket ue file descriptor s To otroio TTEPIYypaAPETal e To from kal fromlen, é1Tou
fromlen €ival TO TTpayPaATIKG PAKOG TO from

o O apiBudc xapaktipwy TTou diapalovrtal TTPAyHaTIKG atrd TV utTodoX! €ival Kal 0
apIBuAdG TTOU ETTIOTPEPETAI ATTO TNV CUVAPTNON

o Otav uttapcel katrolo AaBog, -1 TTIOTPEPETAI KAI TO errno TTEPIypagel To AdBog

o Taflags ymropei va givai 0, ) utropei va gival MSG_PEEK yia va e€etdoel Eva prvupa
XWPIC TTpayUaTIKA va 1o AGBel atrd Tn oupd avapovig

o Edv kavéva unpvupa dev gival diabéoiuo yia va diaaoTei, N diadikaoia 6a PTTAOKAPEI
TTEPIMEVOVTAC £VA, EKTOC Kal av TO socket €xel oploTei ue nonblocking cupTrepipopd

o H ouvdprtnon read() utropei e1Tiong va XpnoluoTtroinBei yia va diadooupe dedouéva
atro €va socket
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Kinon Zvompatog — Close()

int close(sockfd)

o The operating system does not release the resources allocated to a socket
until a close() call occurs on the socket descriptor

o This is especially important if the connect() call fails and may be retried

o Each successful call to socket() must have a matching call to close() in all
possible execution paths

o The header file <unistd.h> defines the close function

o When the close() system call is initiated by an application, only the interface
to the socket is destroyed, not the socket itself

o Itis the kernel's responsibility to destroy the socket internally

o Sometimes, a socket may enter a TIME_WAIT state, on the server side, for
up to 4 minutes
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UDP Enwowvwvia client/server

Ta TTPpwWTOKOAAQ eTTIKOIVWVIAC XWpPic ouvdeon (Connectionless
Protocols) emTpétTouv TNV attooTOAR OEO0OUEVWV XWPIC va gival
ATTAPAITNTA N OUVOEDN TIPIV TNV OTTOOTOAN TWV OEDOUEVWV

Q

Q

To mpwTdKoAA0 UDP (User Datagram Protocol- INpwTtdkoAAo Autoduvapo
[MakéTou XprjoTn) €ival Eva TTPWTOKOAANO ETTIKOIVWVIOC XWPIC oUuvOEon

2.€ £€va connectionless TTpwTOKOAAO Kail Ta dUO sockets TTpETTel va _
YVWOTOTIOINOOUV TNV UTTAPEN TOUG OTO GUCTNUA XPNOIMOTTOIWVTAS TNV “bind”

Ortav kaAeital n “bind” ouvdéeTal pe Eva véo port — dev utTopei va ouvoedei e
Eva TTou ndn XpnoliuoTroIEiTal

Edav 6éooupe 10 port = 0 161€ TO CUOTNUA divel Eva axpPnOILNOTTOINTO MEXP!
gKeivn TN oTiyun port

[a va ypaywouue ) va dlaBacoupe dedOPEVA XPNOIPOTTOIOUUE TIC
ouvapTnoelg recvform/sendto kai 6xi1 TI¢ read/write

Kotaveunpéva Xvotpoto

2012-2013 (E) Enwowvwvia pe Yrodoyég 37



UDP |

Hmovevia client/server

Server

gocket ()

Client
recvifrom()
l gsocket ()
COVOELOVT] DILTHOTS
1
bind()
1
LT O
= sendto()
¥
ETECEPYOTLO CATONG
l |
OOV TT|CF)
gendto () recviraomi()
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UDP Server.c

/* udpServer.c =/
#include <sys/socket h=

#define LOCAL_SERVER_PORT 1500
#define MAX MSG 100

it main(int arge. char *argv[]) {
int sd, re, n, clilen;
struct sockaddr_in chiAddr, servAddr;
char msg[MAX MSG];

/* socket creation */
sd=socket(AF INET, SOCK_DGERANMIL 0);

/* bind local server port */
servAddr sin famulv = AF INET;
servAddr sin_addr s _addr = htonl{(INADDRE. ANY):
servAddr sin_port = htons(LOCAL SERVEE PORT):
rc¢ = bind (sd, (struct sockaddr *) &servAddr,sizeof(servAddr));
if{re=0) {

printf{"%s: cannot bind port number %d 'n",

argv[0]. LOCAL SEEVER PORT):

exit(1):

h
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UDP Server.c

printf{"%s: waiting for data on port UDP %u'n", argv[0].LOCAL SERVEE POET):

/* server infinite loop */

while(1) {

/M 1mat buffer */

memset(msg, 0x0 MAX MSG):

/* recerve message */
clilLen = sizeoficliAddr);
n = recvirom(sd, msg, MAX NMSG, 0, (struct sockaddr 7) &cliAddr, &clilen);
1f{n=0) {
printf{"%s: cannot recerve data ‘'n" argv[0]):
continue;
h
/* print recerved message ¥/
printf{"%s: from %0s:UDP%u - %s 'n", argv[0].inet ntoa(clhiAddr sin addr),
ntohs(cliAddr sin_port) msg);
1/* end of server infinite loop */
return O:

i
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UDP Client.c

/* udpClient.c =/
#include <sys/socket h=

#define REMOTE_SERVER_PORT 1500
#define MAX MSG 100

int main(int arge, char *argv[]) {
int sd, rc, 1;
struct sockaddr_in cliAddr, remoteServAddr:
struct hostent “h;:

/* check command line args */

iflarge=3) {
printf{"usage : %s <server= <datal> ___ <datalN="'n", argv[0]);
exit(1):

i

Wy

/* get server [P address (no check if mput 1s [P address or DNS name */

h = gethostbyname(argv[1]):
1if{h=—NULL) {
printf{"%s: unknown host "%es' 'n", argv[0], argv[1]):
exit(1):
i
printf{"%s: sending data to '%os’ (IP : %es) 'n". argv[0]. h-=h name,
inet_ntoa(*(struct mn_addr *)h-=h_addr list[0])):

2012-2013 (E)
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UDP Client.c

remoteServAddr.sin famuly = h-=h_addrtype:;
memcpv((char *) &remoteServAddr sin addr s _addr,
h-=h_addr list[0], h-=h_length);

remoteServAddr sin_port = htons(REMOTE SERVER. PORT):

/* socket creation ®/

sil = socket(AF_INET,SOCK_DGRANLD);

/* bind anv port */

cliAddr sin famuily = AF INET:

cliAddr sin_addr.s_addr = htonl(INADDR._ ANY):

cliAddr sin _port = htons(0);

r¢ = bind(sd, (struct sockaddr *) &clidddr, sizeof(cliAddr));

/* send data */

i

for(1=2:1<argc:;1++) {
rc = sendto(sd, argv[i], strlen{argv[i])+1, 0,

(struct sockaddr *) &remoteServAddr, sizeof(remoteServAddr));

i

return 1;
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TCP Enwowvwvia client/server

O server kavel 10 socket Tou yvwoTO 0TO CUCTNPA XPNOIUOTIOIWVTAG
TNV “bind”

AuTO BonBdcel otnv eupeon Tou socket atrd kaTTolo AAAO socket

O server akouel (“listen”) o autd 10 socket yia va dexTei (“accept”)
EIOEPXOMEVA uNvUUATA

O 1eAartnc (client) dnuioupyei pia dIKTUAKI OUVOECN OTO AVTIOTOIXO
socket kal o1 duo diadikaoieg (client- server) apxiouv Tnv aviaAAayr
MNVUUATWY

H avraAAayr) ynVUUATWY €ival Xwpic OPIo Kal YiVETAI Kal TTPOG TIC
U0 KATEUBUVOEIC
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TCP Enwowvwvia client/server

Server

socksat ()

bind()

listen()

3

accept ()

l

cevCELLovT) guvdeans

OUTOKCCTCUTTOUT (FUVBEDT|S

Client

zockeat ()

cTnan

connect ()

read()

EMECENYOLCLO CATNANS

GOV T

wri

te ()

write ()

read()
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> uvaptnoelg Metatponng Atevbdvoewy

inet_ntoa(), inet_aton(), inet_addr

o All of these functions convert IP addresses from a struct in_addr to a string in dots-and-
numbers format (e.g. "192.168.5.10") and vice-versa

struct in_addr is part of your struct sockaddr_in, most likely

If you have an IP address passed on the command line this is the easiest way to get a struct
in_addr to connect() to

o The function inet_ntoa() converts a network address in a struct in_addr to a dots-and-
numbers format string

The "n" in "ntoa" stands for network, and the "a" stands for ASCII for historical reasons

o The function inet_aton() is the opposite, converting from a dots-and-numbers string into
a in_addr_t (which is the type of the field s_addr in your struct in_addr)

o Finally, the function inet_addr() is an older function that does basically the same thing
as inet_aton()

It's theoretically deprecated, but you'll see it a lot and the police won't come get you if you use it

o These functions are deprecated because they don't handle IPv6!
Use inet_ntop() or inet_pton() instead!
They are included here because they can still be found in the wild
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‘ > uvapmoelg Metatponng Atevbovoewy

unsigned long inet_addr(const char *string);

Tiur) Nou ENICTPEPE! KATA

. . 32-bit dielBuvaon internet oe network byte order
TNV EMNITUXI EKTEAECN

Tiu Nou ENICTPEPEI OE

. . INADDR_NONE
nepinTwon AdBouc

e —— Aleqeuvcn internet  atnv  pOP@I XXX XXX.XXX. XXX
(string)

H ocuvdaptnon inet_addr petaTpénel €va string TNC HOP®MC XXX.XXX.XXX.XXX O pia 32-bit
internet dielBuvaon.
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> uvapmoelg Metatponng Atevbovoewy

int inet_aton(const char *string, struct in_addr *addr);

Tiur Nou ENOTPEQE] KATA 1

TNV EMITUXI EKTEAEQN

TIUR Nou ENICTPEQEI OE 0

nepinTwon AdBoucg

1. AuedBuvan internet aTnv PHopE@I] XXX, XXX XKL XXX

(string)

NapdpeTpol 2. To oroiyeio Tng dounc (structure) oTto oncio Ba
ancBnkeuTtei n dievBuvon IP o popen network
byte order.

H ocuvdpTtnon inet_aton PETATPENEl Eva string TNC HOPE@EAC XXX.XXX.XXX.XXX O pia 32-bit
internet dieuBuvon.

char *inet_ntoa(struct in_addr addr);

TIUR MOU EMNICTPEME! KATA
TNV EMNITUXI EKTEAEQN

TIUR Nou ENICTPEQEl OE
nepinTwon AdBoucg

1. Structure pe Tnv diedBuvan internet atnv popoen

Mapaperpor KKK OOK XK xxx (string)

H ouvaptnon inet_ntoa PeETATPENEl pia 32-bit TigR Tne popenc network byte order oe gva
String TNC HOPMIC XXX XXX KX . XXX,
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2 uvapTNoelg Avantnong Ovopatwy

int gethostname(char *name, size_t len);

TIUR Nou ENICTPEME! KATA 0
TNV EMITUXM EKTEAECT)
TIUR Nou ENICTPEPE] OE 1
|nepinTwon AdBoug
1. O buffer name nou Ba nepiéxel To hostname.
NapdpeTpol 2. To peyioTo pRkoc Tou buffer name (To phAkoc Tou
hostname padi pye o null byte.)

H cuvdapTtnon gethostname enmoTpepel To hostname Tou H/Y otov onoio epyaldpacTe.

int getdomainname(char *name,size_t len);

TIuR Nou ENICTPEME! KATA 0
TNV EMTUXM EKTEAECT)
TIur Nou eENICTPEWPE! OE 1
|nepinTwon AdBoug
3. O buffer name nou Ba nepigxel To domain name
NapdpeTpol 4. To péyioto pnkoc Tou buffer name (To pnkoc Tou
domain name padi pe To null byte.)

H ouvdaptnon getdomainname
epyalopaoTe.

enmoTpepel To NIS domain name Tou H/Y oTov onoio

2012-2013 (E)
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2 uvaETNoelg Avartnong Ovopatwy

The gethostbyname() and gethostbyaddr() functions

o These functions are not strictly a component of the BSD socket API, but are often used
in conjunction with the API functions

o Forinstance

If you have "www.example.com", you can use gethostbyname() to get its IP address and store
it in a struct in_addr

Conversely, if you have a struct in_addr or a struct in6_addr, you can use gethostbyaddr() to
get the hostname back

o Furthermore, these functions are now considered legacy interfaces for querying the
domain name system
New functions that are completely protocol-agnostic have been defined

These new function are getaddrinfo() and getnameinfo(), and are based on a new addrinfo data
structure

In particular, gethostbyname() doesn't work well with IPv6

gethostbyaddr() is IPv6 compatible, but you should use the newer shinier gethameinfo()
instead
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2uvoptnoetg Avaxrtnong Ovoudtwy

The gethostbyname() and gethostbyaddr() functions

o Used to resolve host names and addresses in the domain name system or
the local host's other resolver mechanisms (e.g., /etc/hosts lookup)
o They return a pointer to an object of type struct hostent, which describes an
Internet Protocol host
o The functions take the following arguments:
name specifies the name of the host. For example: www.wikipedia.org
addr specifies a pointer to a struct in_addr containing the address of the host.
len specifies the length, in bytes, of addr.
type specifies the address family type (e.g., AF_INET) of the host address.
o The functions return a NULL pointer in case of error, in which case the

external integer h_errno may be checked to see whether this is a temporary
failure or an invalid or unknown host

o Otherwise a valid struct hostent * is returned
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2 uvapTNoelg Avantnong Ovopatwy

struct hostent *gethostbyname(const char *name);

Tiuf Nou ENIOTPEPEI KATA , 5 i
A enrruyl exrBheon Aeiktne (pointer) ornv dopn hostent.
Tiurf) Nou ENICTPEPEI OE
nepintTwon AdBoug
MapdapeTpol I'Evo string nou avTinpoownelel To dvoua Tou H/Y

Null pointer

H ouvapTtnon gethostbyname enmiotpegel pia dopn (structure) hostent oxeTikd pe Tov H/Y pe
ovoua name. H popen tng dopng napouaialeTal napakdTw

struct hostent *gethostbyaddr{const char *addr, int len, int type);

TIUR Nou eNOTPEPE! KATA \ . i
TV ENITUYT] EKTEAEDN Aeiktng (pointer) ornv dopr] hostent.

TIUr Nou ENIOTPEPE! OE

|nepinTwon AdBoug Null pointer

1. MedBuvon IP Ttou host. Na dieuBlivoeic Tinou
AF_INET eivan o deikTne oto pehog sin_addr.

To pnkog Tne diewBuvong (Ma AF_INET eivar 4
byte evw yia AF_INET6 eivai 6 byte)

3. O Tunocg Tncg diewBuvaonc

NapdpeTpol 2.

H cuvapTtnaon gethostbyaddr emoTpémel pia dopr| (structure) hostent oyeTikd pe Tov H/Y pe
IP *addr.
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2 uvaETNoelg Avartnong Ovopatwy

The getaddrinfo() and getnameinfo() functions

o Part of the POSIX standard application programming interface (API) for converting
domain name system (DNS) hostnames and |IP addresses between their human-
readable text representations and structured binary formats for the operating system's
networking API

They are inverse functions of each other
o This set of functions is fully network protocol agnostic and supports both IPv4 and IPv6

It is the recommended interface for name resolution in building protocol independent
applications and for transitioning legacy IPv4 code to the IPv6 Internet

o getaddrinfo()
Converts human-readable text strings representing hostnames or IP addresses into a
dynamically allocated linked list of struct addrinfo structures

o getnameinfo()

Converts the internal binary representation of an IP address in the form of a struct sockaddr
pointer into text strings consisting of the hostname or, if the address cannot be resolved into a
name, a textual IP address representation, as well as the service port name or number
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‘ 20V TNoelg Avartnong Ovopatwy

= The getaddrinfo() and getnameinfo() functions

o The C data structure used to represent addresses and hosthames within the
networking API is the following:

struct addrinfo {

int ai flags;
int ai family;
int ai socktype;
int ai _protocol;

size t ai addrlen;
t sockaddr *ai addr;
char *al canonname; /* canonical name */
struct addrinfo *ai next; /* this struct can form a linked list */
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