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Ieptypoapupo

" Interrupts

v AlopopeTikd £10n interrupts 6tov encéepyaot
ARM

= KabBvotépnon tov Interrupt

" Interrupt handlers
v Awopopetikd £10n interrupt handlers

" O&uoTo GLYYPOVIGUOV UE TOVS Interrupt
handlers
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Events

= Two types of events

v Planned (key pressed, timer periodical interrupt, software interrupt)
called Interrupts

v" Unplanned (data abort, (undefined) instruction abort ), called
exceptions

" Manage events

v" the normal flow of execution from one instruction to the next is
halted and re-directed to another instruction that 1s designed
specificallyto handle that event

v" Once the event has been serviced the processor can resume normal
execution by setting the program counter to point to the instruction
after the instruction that was halted

v IRQ goes high
0 synchronous with clock

0 Asychronous with clock
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Interrupts otov eneéepyactn) ARM

= [IoAMd €lom exceptions (interrupts)
v SWIs: Reserved yia kAjon poutivdv Tov AEITOVPYIKOD ZUGTHUOTOSG
(supervisor mode)
v IRQ/FIQ: mpoepydpeva and éva eEOTEPIKO TEPLPEPEIOKO TOV ATOLTEL
TPOGOYN - EELTNPETNON
® JRQ (Interrupt Request)
v" General-purpose interrupts
v TTapaderypa: periodic timer interrupt to force a context switch

= FIQ (Fast Interrupt Request)

v" Reserved yia pio nyn interrupt mov amattel ypriyyopo xpovo
ATOKPLOTG
v Tlopéderypo. : direct memory access to move blocks of memory
= 20YyKplo”n TOV 0VO:
v To IRQs éyovv pkpotepn npotepordtnta omd to. FIQs
v To IRQs éyovv peyardtepn kabvotépnon dwaxonnic and ta FIQs
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Program Status Registers (CPSR & SPSR)

31 28 8 4 0
Mz[dv] T T T T T T T T T T T T T
. d M[4:0] Mode
" Interrupt Disable bits T pree—
: 10001 FIQ
v'1=1, disables the IRQ SO
v'F = 1, disables the FIQ o1 | sve
101711 Abort
" Mode bits: processor mode 1011 | Unce
11111 System
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IIpoteponOTNTEC ECOUPECEWDV

Exceptions Priority I bit F bit
(1= IRQ Disabled) (1= FIQ Dizabled)

Reset 1 (highest) 1 1
Data Abort 2 1
Fast Intermpt 3 1 1
Eeguest (FI10Q)
Interrupt Request 4 1
(IRQ)
Prefetch Abort 5 1
Software Intermpt G 1
Undefined 6 (lowest) 1

[nstruction
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Xeptopog IRQ ko FIQ

IRQ handling

Otav ocvpPaiverl éva IRQ t61€ 0
eneEepPyUoTNC:
v" Copies CPSR into SPSR irq
v" Sets appropriate CPSR bits
Sets mode field bits to 10010

Disable further IRQs
v" Maps in appropriate banked registers
v Stores the “return address” in LR _irq
v" Sets PC to vector address 0x00000018

To return, exception handler needs to:
v" Restore CPSR from SPSR irq
v" Restore PC from LR irq
v" Return to user mode
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FIQ handling

Otav cvpuPaiverl éva FIQ t6t€ 0
enelepyaoTg:
v" Copies CPSR into SPSR _fiq
v" Sets appropriate CPSR bits
Sets mode field bits to 10001

Disable further IRQs and FIQs
v' Maps in appropriate banked registers
v Stores the “return address” in LR_fiq
v Sets PC to vector address 0x0000001c¢

To return, exception handler needs to:
v" Restore CPSR from SPSR _fiq
v" Restore PC from LR _fiq
v" Return to user mode
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Interrupt Handlers

= Ortav ocvuPet éva interrupt, o eneCepyactn Ba eCumnpetnocel
10 1Interrupt exkteAwvtog Evav interrupt handler (emiong
ovopaletor povtiva e§urnpétnong interrupt (ISR))

»t1MIE

USET DTOZTaIn NSET ProgZrarm

Task | g | |

[RQ IR% Iurermir handler
FIQ

* On interrupt, the processor will set the
corresponding mterrupt bit in the CPSR
to disable subsequent interrupts of the
same type from occurnng.

» However, mterrupts of a higher priority
can still occur.

Interrupt
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Kabvotepnon tov Alokomomv

= KabBvotépnon olakomnng

v" To ypovikd Sidotnuo amd T oTiyun mov éva eEmtepikd onpo (ntdet interrupt-
request £m¢ o Tpmto fetch pog evioAng evog ouykekpiuévoo ISR

= Emnpedleton amd tov oplud TV T0nTOYpOovVOVY TNY®V Interrupt mov
TPETEL VOL YEIPLOTEL.

= Tlapdyovteg mov exnpedlovv v kabvcstépnon evog interrupt:
v" Time taken to recognize the interrupt

v" Time taken by the CPU to complete its current instruction (depends on
whether the CPU is executing a multi-cycle or a single-cycle instruction)

v" Time taken by the CPU to perform a context switch (switching in banked
registers, saving program counter, etc.)

v" Time taken to fetch the interrupt vector
v" Time taken to start the interrupt service routine executing
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FIQs Within IRQ Servicing

® Interrupts umopovv va couoidv evoldueca oto
interrupt handlers

» time

User prograim USer program
Task | 1 | |

IR(;} IR% Interrupt handler
FI[D 1::% Interrupt handler

* On interrupt, the processor will set the
corresponding mterrupt bit in the CPSE.

Interrupt . .
I to disable subsequent interrupts of the
Second same type from occurring.

» However, imnterrupts of a higher priority
Interrupt _ '
can still occur.
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Ocuato ypovicuov ota Interrupts

IIpotov pia ISR kével otdonmote, mPEMeL vo amoOnNKeNGEL TOVE KATAYMPTTEC TOV
tpéyxovtoc mpoypdupatog (if the ISR overwrites those registers)

['Vavto 1o Aoyo 10 FIQ £yovv moAlovg extra registers — yio va EAayiotonoindei to
overhead va amobnkevtei to mepipariov tov CPU

* time
User program - _ user program
Task | . / CPU context saved | |
E
IRQ — —
‘servicing interrupt S
FIQ CPU context restored
Interrupt \
Interrupt latency
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['tatt etvon o ypnyopa ta FIQs

User FIQ) [RQ
" Ta FIQs gtvar tayvtepa amod to IRQs 6Gov A R o |
apopa tnv kabvetépnon tov interrupt R1 R1 LI
A2 Az Rz
. . R3 R3 R3
" FIQ mode has five extra registers at its » - |
disposal |
| RS RS
v No need to save registers r8 — r12 - - A
v These registers are banked in FIQ mode - R A
v Convenient to store status between calls to the Ra Ré-fig Rg
handler e RS-fiq e
R0 R10-fig R10
= FIQ vector 1s the last entry in the vector table R11 Altiq | | AT
v" The FIQ handler can be placed directly at the il Rizfig | | 712
vector location and run sequentially starting R13 R13-fie R13ir
from that location R14 Fi14-fiq R14-irq
R15 (PC) R15 (PC) R15{FC)
= (Cache-based systems: Vector table + FIQ —
handler all locked down into one block S CPeR
LSPSFH'E' SP5R-ing
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AlokoTéEC Ko 2Toifa

Ta Stacks eivor onuoavtikd otny owayeipion tov interrupt

v Especially in handling nested interrupts
v 'Who sets up the IRQ and FIQ stacks and when?

To uéyeboc tov Stack eCaptdrar omd Tov TOTO TOL ISR
v" Nested ISR requires more memory space
v Stack grows in size with the number of nested interrupts

H koA oyeolaomn tov stack design mpémel va amo@uyeL TV
vrepyeidion tov stack (where stack extends beyond its allocated
memory) — oVo uEdodot:

v Memory protection

v Call stack-check function at the start of each routine

Etvat onpovtikd 61a evooLaTOpEVe GVGTRATO VO YOPILOVHE TO
uéyedoc tov stack mpiv v extédeon (g LEPOGS TG GYESIOONG TNG

EQOPHOYNC)

(D)
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Atokoréc Ko 2tolBa

Oz 00008000

000000000

User Stack i

Heap T

Code

Intermupt Stac]-:i

Interrupt Vectors

B.

O=00000000

Interrupt Stackw

User Stack i

Heap T

Code

Interrupt Vectors
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Figure 1.14 Typical stack design layouts
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EAayictomoinon e kaduotépnong
A10KOTTMOV

" Nested interrupt handler (problem with stack grow)

v Allows further interrupts to occur when a current interrupt
is being serviced
v' Re-enable interrupts at a safe point in the current ISR
v Ultimately, nested interrupts roll back to the original ISR
" TIpotepatotnTeg 0TI ALOKOTEC
v’ Ignore interrupts of the same/lower priority than the

current interrupt
v/ Higher-priority tasks can interrupt the current ISR

v/ Higher-priority interrupts have a lower average interrupt
latency

: 7 N i s = mimr eya i
¢ llepmn, 24 Louywyl
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Tomol yeprotdV dloKOTOV

" Mn gpupmAgvuévog yeptotng interrupt (simplest
possible)

v’ Services individual interrupts sequentially, one
interrupt at a time

" EUEMAELUEVOC YEPIOTNG Interrupt
v Handles multiple interrupts without priority assignment

" Re-entrant (prioritized) interrupt handler

v’ Handles multiple interrupts that can be prioritized
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Mn epEOAELUEVOC YEIPIGTNG Interrupt

= Does not handle any further interrupts until the current interrupt is
serviced and control returns to the interrupted task

= Not suitable for embedded systems where interrupts have varying
priorities and where interrupt latency matters

v" However, relatively easy to implement and debug

= Inside the ISR (after the processor has disabled interrupts, copied cpsr into
spsr_mode, set the etc.)

v" Save context — subset of the current processor mode’s nonbanked registers
v" Not necessary to save the spsr mode — why?

v ISR identifies the external interrupt source — how?

v Service the interrupt source and reset the interrupt

v" Restore context

v" Restore cpsr and pc
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EpemAgvuevoc yep1otg interrupt

" Emupénel o€ kdmolo dAAo interrupt vo cuuPet puéca
oto TpEYov handler mov exkteAeitan

v By re- -enabling interrupts at a safe point before ISR
finishes servicing the current interrupt

" [Ipocoyn npémel va 000el TNV vAOTOINGN
v’ Protect context saving/restoration from interruption
v Check stack and protect against register corruption
v Increases code complexity, but improves interrupt latency

= Agv vrdpyetl 010popd-o1aKpion UETOCL Interrupts
VYNANG KOl YOUNANG TPOTEPOLOTNTOG

v Time taken to service an interrupt can be high for high-
priority interrupts
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Re-entrant (Prioritized) Interrupt Handler

= Allows for higher-priority interrupts to occur within
the currently executing handler

v By re-enabling higher-priority interrupts within the
handler

v By disabling all interrupts of lower priority within the
handler

= Same care needs to be taken in the implementation

v Protect context saving/restoration from interruption,
check stack overflow

" Does distinguish between high and low priority
interrupts
v Interrupt latency can be better for high-priority interrupts
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Re-enabling Interrupts 1n an ISR

What problems can you anticipate if you re-enable interrupts in an ISR?

v When you save context and interrupts have already been re-enabled, this can
be a problem, why?

Re-enable interrupts only after saving context

v When you restore context and interrupts have been reenabled, this can be a
problem

Mask interrupts when you are restoring context

If you haven’t cleared the current interrupt source before re-enabling
interrupts in a nested or re-entrant ISR, this can be a problem

v" You can get an infinite sequence of interrupts (or a race condition) — make
sure to clear the current source before re-enabling interrupts

Stack overflow issues
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False/Ghost Interrupts

" When the mterrupt handler executes the
return to the interrupted instruction before
clearing the original interrupt source

" Noise on the interrupt-assertion lines
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Writing your Own ISR

" You can write your own ISR completely in C

= Use the 1rq function declaration keyword

v Preserves all registers used by the ISR on the stack
0 Preserves the Ir but only if another function is called from the ISR

v’ Exits the function cleanly (sets PC and CPSR correctly on
exit)

_ irg woid IEQHandler (woid)

volatile unsigned int *hase = (un=signed int *)
0x80000000;
if (*base — 1} /) which interrupt was itc?
{

C_int handler(); // process the interrupt
}

* (base+1l) = 0; // clear the interrupt

= (Cannot be used for re-entrant interrupt handlers, Why?

v' What are the implications of this on nested interrupt handlers?
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Atoporpocuoc Iopwv Across
Interrupts

Need to control resource sharing across interrupts
Interrupts can occur asynchronously (i.e., whenever they want)

Access to shared resources and global variables must be handled in a way
that does not corrupt the program

Normally done by masking interrupts before accessing shared data and
unmasking interrupts afterwards

v’ Clearly, when interrupt-masking occurs, interrupt latency will be higher

Start with a simple keyboard ISR and then understand what happens
when it takes a while, when we try to improve its interrupt latency, and
when we need to deal with other concurrent interrupts during the ISR
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HEKIVOVTOS LUE VA OTAO TAPAOELY L

= Keyboard command processing

The “B” key 1s pressed by the user

How long does this

The “kevhoard” intermupts the processor .
} pr=HEp processing take?

L =
Jump to kevboard ISR e
.-"-I-..
."-‘...
- - ¥ . --__.-
kevbocard ISR{) | -
ch <- Bead kesvboard input r&giat};z”
switch (ch) { ,_,e"'f
case 'bB' : startGams() » hre-‘ﬁ']-::

case X' : doSomsProcessing(): break;

return from ISE
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Oa yabovv events ?

How fast 1s the keyboard ISR() What happens if another

~ . key is pressed - or if a timer
The “B” key 1s pressed by the user interrupt occurs?

The “keyboard™ interrupts the processor

Jump to keyboard ISR

N /
keyboard ISR() {

ch <- Read kevyboard input register
switch (ch)

case ‘bf startGame () ; break;
case '’ doSomeProcessing (),
oreak;
-\-\_k_“‘—;_\_“_\-\-\--\-\-\-\-
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BeAtiovovtog tnv kabvotépnon
A10KOTTOV

* Add a buffer (in software or hardware) for input characters.

v This decouples the time for processing from the time between
keystrokes, and provides a computable upper bound on the time
required to service a keyboard interrupt.

A key 13 pressed by the user

Stores the input and then gquickly
The “keyboard™ interrupts the processor returns to the “main program™

(process)

Jump to keyboard ISR

kevboard ISR()
*input buffer++ = ch;

return from ISR
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T umopet va mael otpofd ?

= 1. o Buffer unopei va vrepyeidicer (bigger buffer helps, but
there 1s a limit)

= 2. Could another iterrupt occur while adding the current

keyboard character to the input buffer?
v Result will depend upon whether interrupts have been enabled or not

The “keyboard” mnterrupts the processo:

_—* Jump to keybcard ISR

A key 15 pressed by the user

The “kevboard™ wnterrupts the processor

! Keyboard is pressed in S
. . . i . kevboard ISR/
Jump to kevbcard ISR the middle of ; - _
i i input hbhuffer++ = ch
incrementing
kevhoard ISR / *input buffer++ T
input huffer++ = ch; 4ooov———7
T—

= -\-\-\-\-\-\-\-\-""\--\““-\-\_\_\_\_\_\_\-

-‘-\_\_\_\_\_\-\-\-\-\-
-\-\-\-\-\-\-\""—\-\._\_\_\_‘.
return from ISR 28
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Masking Interrupts

= If interrupts are masked (IRQ and FIQ disabled), nothing
will be processed until the ISR completes and returns.

The “keyboard”™ interrupts the processor
A kev 1s pressed by the user

T
Jump to keyboard ISR

The “keyboard”™ interrupts the processor |

kevboard ISRE()
MaszkInterrupts():;

ch <- Read kbd in register
*input buffer++ = ch;
UnmaskInterrupts():

Jump to keyboard ISR

-

keyboard ISR() | Va
MaskInterrupts();

ch <- Read kevboard imn

T
T
.
i,

~— return from ISR
retumn from ISK
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EneCepyooia Tov buffer

= Amnauteiton Tpocsoyn otav tpomomoleiton o buffer 6tav ta interrupts eivat
EVEPYOTOUNUEVQL

kevboard ISRE(){
MaskInterrupts():
ch «<- Read ACIA input register
*input buffer++ = ch;
UnmaskInterruptsi():

\

return from ISR application code

“\_\“

while ('guit) {
if (*input buffer) {

processCommand (*input buffer);
,’/”’}'.,

removeCommand (input buffer);
}

What happens if another command
15 entered as you remove one from 10
the inputBuffer?
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