Awkoméc Aoylopkon -
SoftWare Interrupts (SWIs)

I''Kopvapog — 2. Mrliovag

= Tuelvan éva SoftWare Interrupt (SWI)?

= Lab 1 Handout on BBoard

Hepiypoappa

v"What are SWIs useful for?

v'What happens on an SWI?

v"What happens on SWI completion?
v'How to install a SWI handler
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EEapéoeig kot Ataxoméc

= Ot 6pot exception and interrupt ooyvé ovyyéoviou
= Eva Exception GuviiBog ovapEPETaL GE £VaL ECOTEPIKO
yeyovog otn CPU omag :
v floating point overflow
v MMU fault (e.g., page fault)
v trap (SWI)
= Eva Interrupt cuvBog avaeépetal og Eva yeyovog I/0
oOnmG:
v 1/0 device request
Y1 eyyelpidio apyrrektoviknig tov ARM, ot §vo 6pot
AVAPEPOVTUL YMPIG SLAKPLOT
v Kat y1o avt6 10 pdfnpa exceptions and interrupts 6o onpoivovy to
310 mpdrypo
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Tt etvor too SWI ?

SoftWare Interrupt (SWI) eivon pio evioAn mov mapéyeton
a6 to ARM Instruction Set
SWI instruction causes an exception

v" Executes in the privileged mode
Similar to a sub-routine call because

v Parameters and return values can be passed through registers
Differs from a sub-routine call because the ARM processor

v Stashes away user mode CPSR

v Switches to supervisor mode (if not already in supervisor mode)

v Starts executing from a specific location (always 0x08)
To SWI map€yovv éva TpOTo Y10L £VOL TPOYPOLLLOL TOV TPEXEL
oe User mode va {ntioet éva service mov pmopei povo va
npocnelaotel o privileged mode

v Typically, used by applications to call operating system routines
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Mopoen evioing SWI

= Example: SWI 0x18
v/ The number identifies the handler to be called
v Example:

o 0x18 could refer to a SWI handler that reads key input whereas
o 0x19 could refer to a SWI handler that outputs a char etc. ...

= The last 24-bits of the SWI instruction contain the

SWI number
31 28 24 0
cond ‘1 11 L‘ 24-bit SWI number |

T
SWI number
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Xepopodg SWI

"Eoto apywd oe User mode
Ortav cvpPei pia eEaipeon, o ARM User Mode
processor

v Copies cpsr into spsr_sve

v Sets appropriate cpsr mode bits to
10011 (sve mode)

Disable IRQs
v Stores return address (pc — 4) in Ir_sve
v Sets pc to vector address 0x08
To return, exception handler needs to:
v Restore cpsr from spsr_sve (cpst now
has mode bits 10000 = usr mode)
v" Restore pc from Ir_sve
In privileged modes, a single
instruction can be used to cause the
SPSR for the current mode to be
copied into CPSR while copying Ir into EEN
c

Supervisor Mode

on SWI

v MOVS pe, Ir
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Evtoan MOV

b
[ ||5I sBE | Bl | aifter_eperand

n N H
| cond |:~ e

The MOV (Move) instruction moves the value of <shifter_operand> to the

destination register <Rd>. The condition code flags are optionally updated, based on

the result.

Syntax: MOV {<cond>} {S} <Rd>, <shifter_operand>

where:

v <cond> Is the condition under which the instruction is executed. The conditions are

defined in The condition field on page A3-5. If <cond> is omitted, the AL (always)
condition is used.

v S Sets the S bit (bit[20]) in the instruction to 1 and specifies that the instruction updates the
CPSR. If S is omitted, the S bit is set to 0 and the CPSR is not changed by the instruction.

v Two types of CPSR update can occur when S is specified:

o If<Rd>isnot R15, the N and Z flags are set according to the value moved (post-shift if a shift is
specified), and the C flag is set to the carry output bit generated by the shifter (see Addressing
Mode I - Data-processing operands on page A5-2). The V flag and the rest of the CPSR are
unaffected.

If <Rd> is R15, the SPSR of the current mode is copied to the CPSR. This form of the instruction
is UNPREDICTABLE if executed in User mode or System mode, because these modes do not
have an SPSR.

v <Rd> Specifies the destination register of the instruction.
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T ovpPaiverl og Eva SWI (2)

= Agvumapyet apketdg xdpog oto table (only one instruction
per entry) yio vo, Y©OpEGEL OAOG 0 KOSIKAG Yo TV
ovvaptnon tov SWI handler

= This one instruction must transfer control to appropriate SWI
Handler

Vector Table
starsing at 000 in memaory

SWT Handler

Ti ovpPaiverl o éva SWI

= The ARM architecture defines a Vector Table indexed by exception type
*= OnSWI

= —Ir svc & pe-4

" —Spsr_svc & cpsr

= — cpsr(mode bits) 10011 (supervisor mode, no IRQ)
" —pc < 0x08 (address of SWI vector)
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“Vectoring” Exceptions to Handlers

= One option: Use a branch instruction (limited range because branch offset must
be within 32 MB of branch instruction)
= Option of choice: Load the address of the actual handler into the pc using LDR
instruction
v A memory location (called softvec) stores the address of the SWI handler (S_Handler)
v" Use LDR instruction to load pc with contents of softvec
=« Compute the offset (#offset) of softvec from SWI vector and use the LDR pe,
[pc, #offset] to load the address of S_Handler into pc

Why is the offset
0x100 and not
0x1087
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T ovpPaiver petd 1o SWI ?

® When the handler is done, it returns to the USER program --
at the instruction following the SWI

= MOVS restores the original CPSR as well as changing pc

Vector Table
i at (0 m memory
USER Program LOR pe, pe, UxA00) SWT Handler
. pa, OxL00) (G (8 Mandler)

pe
pe
. Pe
pe

pe
» pe. Ox100)

(3) | meve pe, 1z

“Jump™ Table
Pt
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®oppat evroang SWI

= O ARM processor ayvoei ta tekevtaio 24-bits tng eviolng
SWI instruction (ta omoia Opwg mepiéyovy tov SWI number)
31 28 24 0
cond [1 11 1| 24-bit “comment” field (ignored by processor) |

SWI mumber
= Exercise — how would we extract the SWI number, if we knew that the 32-bit
representation of the instruction (SWI 0x18) was stored in a register (say 10)?
v We will discuss how to get the instruction encoding into r0 later
= Ifr0 stored the 32-bit representation of the instruction (SWI 0x18) how would you
extract the SWI number
¥" You want the last 24 bits of the instruction
v" Use bit-clearing (BIC) to zero out the 8 MSBs
v" BIC 10, 10, #0xff000000; r0 < r0 AND NOT(0xff000000)
¥ This effectively sets 10 to the result of (r0 AND ~0xff000000)
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Determining the SWI number — I

Problem: All SWIs go to 0x08 regardless of the number that you put after the
SWI instruction

v What’s the point of that number, then?

¥" How do you actually find out which SWI to execute if they all end up at the same
address?

‘When you are at S_Handler in sve mode
¥ Is it possible for you to find out where you came from in usr mode?
v" Can you exploit this information to find out which SWI you should execute?

USER Proposs:

BIFE o 1T
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Use The SWI # to Jump to
“Service Routine”

Key Insight — need access to general purpose
register (Ir in this case)

v Initial part of the SWI Handler has to be written SWI Handley
in assembly (s ler)
v Exitalso in assembly
Metd nov avaxardyovue tov SWI number kat
TOV amoBNKEVGOV|IE GTOV T IDN 0, [1c,8-4]
v Call a C function from the assembly code to BIC £0,r0, HIXEL000000
service the specific SWI B ©_SWI_Handler
¥ Easier to write SWI handler in C rather than
assembly MoNE po, L
Remember ATPCS conventions Handies

v 10 contains the first argument of a function call

woid € SWI_Masdler (int svi_mam, )
Mpocoyn: t
¥ In'S_Handler the address of the return
instriiction (to user program) is stored in Ir_sve

mwitch{mi mm) |

case Bx087 service SWI1():
case CxULi service SWI3{):
case Bxli?; service SWIS():

<

BL call will overwrite the value of Ir_svc b

<

Need to save Ir_sve in S_Handler before using
BL
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C_SWI _Handler

wveid € _SWI_handler{unsigned swi_num,
unsigned “regs)

{

mwitoh (swi_num) |

case O: /* SWI number 0 code */ rega[12]—
break;

case 1: /* SWI number 1 code */f
break;

case XxXx: [* SWI number XXX code ¥/
break:
defaulc:
} /% end switch */f
} /% and C_oWI_handlar() */
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Determining the SWI number — I1

= Take alook at Ir_svc
v" Holds information about the instruction in user space that immediately follows
the SWI (done by the processor at the time that it switches into svc mode)
v" If you step back 4 bytes from Ir_svc, what do you get?
o LDR 10,[Ir#-4]
v 10 stores the 32-bit encoding of the SWI instruction, in this case, SWI 0x18
o Last 24 bits (“comment field) contains the SWI number
v Extract the SWI number now by clearing out everything but the last 24 bits
v BIC 10,r0,#0xff000000
= Bingo! We now have the SWI number in r0

FE1 Haniter
(5_ysndles]

Lon 50, (an.a-6)
S e

=6 halds ST
e

BIFF g, Lo
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SWI handler

spl, {r0-rl2, 1r} istore u

rl, sp irl ns

SoGntALnS poin RETEr
0, [1c, #-4] ; extract the SWI number
ro,r0, N0xEFO00000 : get SWI # in r0 by bit-masking

ndler

; return from handler
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= Ok, apa tdpa yvopifovue Tt kdvet 0 ARM 6tav cvvavtioet pio SWI

= ARM has developed a debug monitor called Angel which provides

= Angel installs S_Handler to support some SWIs

= What if needed to install a custom SWI not handled by Angel?

O ARM ¢£yet évav Angel. ..

instruction
v But, who installs S_Handler and initializes the contents of softvec?

minimal OS-like functionality
v" Angel goes through the system initialization (bootstrapping) process
v Setup hardware on startup
v" Load and run programs
v Initialize stack pointers

v Need to install our own SWI handler
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Eyxatdotaon tov dikov cov SWI
handler

Abo TpodTOL Y1 VoL eyKaTacTioELS TOV k6 cov SWI handler:
Method 1 (to be done in lab)

v" Change the address of S_Handler (stored in softvec) to point to the new SWI handler
Method 2 (done in lecture)

v Define a new location for softvec

v Store the address of the new SWI handler in softvec

v" Change the instruction stored in vector table location 0x08 to point to the new softvec

Vector Table e SWI Handier
starting at 0x00 in memory (tew S Eamdles)

P=. pe. 0xi00
P, ps, 0x100

Pe. pe. 02200
pe. pe. Ox100
Pe. pe. G100
pe. pe. Ox100
Pe. pe. G100

B, ps. 0x100

SWT Handler “New Jup” Table

andlex
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Ddopropa Tov [Mivaka Atovooudtov

unsigned Install Bandler(unsigned lecation, unsigned int *vector)

/*Updates she contents of ‘vecsa:

LDR pe, lpe, $offses

#*Funcsi
1

unsigned

unsigned

1
The following code calls function this to install an SWI handler

unsigned *s:
unsigned *s:

c = (unsigned *) Ox08;
addr= (unsigned *) OX2Z10; /*The sddrezz of the mew softvec */

#swiaddr= (unsigned) agdress of yous New S Hansles in swiader

Install Handler((unsi

ed) swiaddr, swi
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Aw-ovvoéovtag yeplotég EEapéocmv

Some SWIs are already implemented by Angel running on
the ARM processor (Angel to be covered soon)
Applications may want to support additional SWIs but may
not want to rewrite the default SWI implementations
provided by Angel
The application’s SWI handler should call the Angel SWI
handler if it cannot handle a particular SWI
This approach is called chaining exception handlers

v" Can be extended to many levels to build a chain of handlers
The S_Handler and the C_ SWI_handler presented in the
previous lecture do not exhibit chaining

v" The SWI handler that you are required to write for Lab 1 has to
support chaining

v Extract the address of the old handler returned by Install_Handler

SWI 23
£
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Eyxoatdotaomn tov SWI handler

Load pc method
v" Compute the offset to be used in the LDR instruction (at 0x08)
o Take the address of the word containing the address of the new SWI handler
0 Subtract the address of the SWI exception vector in the vector table
0 Subtract 8 bytes
0 Check that the result can be represented in 12 bits
v" Logically OR this with 0xe59FF000 (the opcode for LDR pc, [pc, #0])
v Store this new LDR instruction in the SWI exception vector

Vieator Takle
2k D00 i wewnory

e ST Handier
(Fume 3 taaddes)
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Kion SWI and C kodika

User-Level C Source Code Assembly code produced by compiler

char __swi(4) SWI_Rea

1
void zeadline (char ‘baffer)
{

char ch;

zeadiine () *f

Wednesday, 18 June

SWI 22 -

Reentrant Exception Handlers

Reentrant programming — xpnoonoteitan yio, va meptyplyet Kddtka o
omnoiog pumopet va £xet nested kKAnocelg (invocations) ot omoieg Wovikd dev
Oo mpémet vor epmAékovan uetalh Tovg

Tt ovpPaivel av Beg va karéoelg éva dhro SWI péca and tov SWI handler
Gov ?
v When an SWI occurs, the ARM
o Sets appropriate CPSR mode bits to 10011 (svec mode)
o Copies CPSR into spsr_sve
o Stores return address (pc —4) in Ir_sve
o Sets pc to vector address 0x08

[Tpénet va amoOnkevoelg cuYKEKPLEVOLS KaTowpnTég (that do not need to
be saved otherwise)

Do you see any issues here?

The SWI handler you will write for Lab 1 has to be reentrant
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A Reentrant SWI Handler for Labl

export

an mtack for SPSR

sp, =p, A4 Y
2, 1r}

£ : 2
get SESR into gp registers

tore 8P

ap!,
r2, spsr
2, [sp, #14%4)

©
restore SPSR (NOT "=pl")
» SPXR from r3

used to store SPSR

= This SWI handler does not exhibit chaining
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