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ABSTRACT

Context: Cyber-physical systems (CPS) seamlessly integrate com-
putational and physical components. Adaptability, realized through
feedback loops, is a key requirement to deal with uncertain operat-
ing conditions in CPS.

Objective: We aim at assessing state-of-art approaches to handle
self-adaptation in CPS at the architectural level.

Method: We conducted a systematic literature review by search-
ing four major scientific data bases, resulting in 1103 candidate
studies and eventually retaining 42 primary studies included for
data collection after applying inclusion and exclusion criteria.

Results: The primary concerns of adaptation in CPS are perfor-
mance, flexibility, and reliability. 64% of the studies apply adap-
tation at the application layer and 24% at the middleware layer.
MAPE (Monitor-Analyze-Plan-Execute) is the dominant adapta-
tion mechanism (60%), followed by agents and self-organization
(both 29%). Remarkably, 36% of the studies combine differ-
ent mechanisms to realize adaptation; 17% combine MAPE with
agents. The dominating application domain is energy (24%).

Conclusions: Our findings show that adaptation in CPS is a
cross-layer concern, where solutions combine different adaptation
mechanisms within and across layers. This raises challenges for
future research both in the field of CPS and self-adaptation, includ-
ing: how to map concerns to layers and adaptation mechanisms,
how to coordinate adaptation mechanisms within and across lay-
ers, and how to ensure system-wide consistency of adaptation.
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1. INTRODUCTION

The Horizon 2020 program refers to CPS as “the next generation
embedded ICT systems that are interconnected and collaborating,
providing citizens and businesses with a wide range of innovative
applications and services” [1]. The rapid expansion of mobile de-
vices equipped with smart features combined with the progressing
integration of networked computing systems have moved CPS from
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the traditional area of embedded systems towards the area of large-
scale distributed systems [2, 3, 4]. Therefore, CPS inherits all the
complexities of modern large-scale distributed systems: they have
to handle uncertainty and change during operation, control their
emergent behavior, and be scalable and tolerant to threats [5].

To cope with uncertain and emerging situations, software should
not only control the operation of the CPS, but also be self-aware,
context-aware, and goal-aware (i.e., be self-adaptive). These re-
sponsibilities of software may span the full technology stack, from
the physical level to computing hardware and the network, up to
middleware and the application level. Dealing with these responsi-
bilities poses significant challenges to software engineers of CPS.
In this paper, we focus at adaptation mechanisms applied to CPS at
the architectural level, incl. approaches based on MAPE-feedback
loops, controllers, reflection, agents, and self-organisation.

To address the challenges of CPS, innovative approaches have
been proposed. However, there is currently no clear view on how
self-adaptation has been applied to CPS. Such knowledge is impor-
tant to identify recurrent problems and develop effective adaptation
solutions. While secondary studies exist on architecture-based self-
adaptation [6], engineering of control-based adaptation [7], and ar-
chitecting CPS [8], to the best of our knowledge, no paper has in-
vested the role of self-adaptation in architecting CPS.

Therefore, this paper aims to analyse existing approaches to self-
adaptation in CPS to better understand the state-of-art. To that
end, we performed a systematic literature review that provides a
solid method for such a study. Our focus was on the adaptation
mechanisms applied at the architecture level, which is widely ac-
knowledged as a suitable level of abstraction and generality to ap-
ply self-adaptation [9, 10, 11, 12]. The outcome of the survey will
provide knowledge about how adaptation is currently handled in
CPS, what problems have been tackled, which methods have been
used to solve them, and how solutions have been evaluated. These
insights will help identify areas for further investigation and outline
concrete challenges for future research.

This paper is organized as follows. Section 2 summarizes the
research method used to identify the main research questions, the
search string, and inclusion and exclusion criteria to select primary
studies. Section 3 presents the results, answering four research
questions. In Section 4 we further elaborate on our results. Con-
clusions and future work directions are outlined in Section 5.

2. RESEARCH METHOD

The research method applied in this survey follows the classical
three-stages process for running systematic studies [13, 14, 15]:
Planning, Conducting, and Reporting. We briefly report the main
activities carried out for running this study. A replication package



(with the detailed protocol, the list of selected primary studies, and
the collected and analyzed data) is available at the survey website. !

2.1 Planning

Research Questions: the study goal has been achieved by investi-
gating four research questions, reported in Table 1:

RQ ID | Reserch Question

RQ1 How is self-adaptation applied in cyber physical sys-
tems?

RQ2 How do existing approaches for self-adaptation in
cyber physical systems handle self-adaptation con-
cerns?

RQ3 What type of evidence is provided by existing ap-
proaches for self-adaptation in cyber physical sys-
tems?

RQ4 What are the strengths and limitations of proposed
approaches?

Table 1: Research Questions

We also derived sub-questions as reported in Section 3.

Search Strategy: The search strategy combines a manual search
with an automatic search. The search strategy has been designed
as a multi-stage process to carefully select all the primary studies
that are relevant for our study . In the following we give a brief
description of each stage of our search and selection process.

Stage 1: Manual search. We manually searched Google Scholar
with the search string architect* self-adaptive cyber-physical sys-
tems. Then, we manually browsed relevant journals and conference
proceedings (available in the replication package). The output of
this stage consists in seven pilot studies, 64 primary studies, the
definition of an initial search string, and the definition of inclusion
and exclusion criteria.

Stage 2: Automatic search. We performed automatic searches on
four of the largest and most complete scientific databases: IEEE
Xplore Digital Library, ACM Digital Library, SpringerLink, and
ScienceDirect. We used the following search string:

(software OR system) AND (architect* OR
"high—level_design" OR "conceptual_design"
OR "abstract_design") AND ("cyber—physical"
OR "distributed_control_system" OR "networked
control_system" OR "sensor_actuator_network"
OR "distributed_scada" OR "federated _embedded
system")

Stage 3: Combination and duplicates removal. In this stage all the
results from previous stages are combined together into a single
spreadsheet, and duplicates are removed.

Stage 4: Selection of studies. The main goal of this stage is to filter
all the selected studies according to a set of well-defined inclusion
and exclusion criteria. The criteria are described below.

Stage 5: Exclusion of studies during data extraction. This stage
was performed in parallel with data extraction. When reading a
study in detail (to extract the data), and based on inclusion and ex-
clusion criteria, studies where definitively selected or rejected.

Inclusion and Exclusion criteria: A study was selected if it satis-
fies all inclusion criteria, and discarded if it meets any of the exclu-
sion criteria.

!'www.henrymuccini.com/contents/SEAMS2016.html
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Inclusion criteria: 1) studies proposing, leveraging, or analyzing an
architectural solution, architectural method or technique specific
for CPSs, ii) studies in which self-adaptation is explicitly used as
an instrument to engineer CPS, iii) studies subject to peer review
[14] (e.g., journal papers, papers published as part of conference
proceedings), iv) studies published after or in 2006.

Exclusion criteria: 1) studies that are written in a language other
than English, or that are not available in full-text, ii) secondary
studies (e.g., systematic literature reviews, surveys, etc.).

Data Items: Table 2 gives an overview of the data items that were
extracted from the primary studies to answer the research questions.
Except for the first item, we derived these data items directly from
the research questions as indicated in the left column.

Data Item | Data Field Research question

F1 Study Title Doc

F2 Publication Year Doc

F3 Venue Doc

F4 Context study Doc

F5 Concerns handled through | RQ1
adaptation

F6 Concerns  affected by | RQl
adaptation

F7 Location of the adaptation | RQ1
mechanisms in the technol-
ogy stack

F8 Application domain RQ1

F9 Feedback loop mecha- | RQ2
nisms

F10 Concerns models used for | RQ2
or impacted by adaptation

F11 Evaluation method applied | RQ3

F12 Type of assurances RQ3

F13 Limitations of proposed | RQ4
approaches

F14 Strengths of proposed ap- | RQ4
proaches

Table 2: Data collection form

2.2 Conducting

In this phase we set the previously defined protocol in practice.
More specifically, we performed the following activities: (i) studies
search, (ii) studies selection, (iii) data extraction.

Figure 1 shows our search strategy and the number of the studies
being selected or excluded during the subsequent stages.

Based on the approach suggested by [14], the studies selection
phase has been implemented by two co-located reviewers who as-
sessed a random sample of 50 studies taken from the 783 papers ob-
tained at stage 3 of our search and selection process (see Figure 1).
They independently extracted primary studies separately. Reviewer
agreement was measured using the Cohen Kappa statistic, and val-
ues above or equal to 0.80 have been used as indicator of agree-
ment. Then, the same procedure has been followed again between
one of these reviewer and the third reviewer (distributed). The rest
of the studies extractions are accomplished by one reviewer and
cross checked by the other reviewers in case of doubts. The list of
primary studies is available on the survey website.
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Figure 1: Multi-staged search and selection process

2.3 Reporting

Data extracted from the selected primary studies was collected
in a spreadsheet including, for each paper, the following fields: pa-
per ID, paper title (F1), authors, country, abstract, and F2-F14 data
items. Sheets have been created for each data item, and for combi-
nations of data items. The spreadsheet is available in the replication
package at the survey website.

3. RESULTS

This section provides the results of our survey organized by the
four research questions.

3.1 RQI1: How is self-adaptation applied in
cyber physical systems?

The answer to RQ1 is derived from quality concerns handled
(the concerns for which adaptation is applied) (FS), concerns af-
fected (the concerns that are affected by adaptation as a side effect)
(F6), feedback loop mechanisms (such as MAPE, control theory,
self-organizing) (F7), and location technology stack (for each feed-
back loop mechanism, its location in the technology stack) (F8).

RQI1.1: Which concerns are addresses by existing approaches?
The concerns related to self-adaption in CPS (F5) we found in
the studies are quite diverse. We clustered them according to the
CPS-specific quality requirements groups discussed in [15]. The
most frequent clusters are reported in Figure 2 and discussed below.
The top three concerns related to self-adaption in CPS (F5) are
efficiency/performance (66% of the studies), flexibility (48%), and
reliability (24%). Configurability/re-configurability, functionality,
and interoperability account each for 14% (or less) of the stud-
ies. Dependability, profitability, agility, scalability, composability,
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Figure 2: Top concerns related to self-adapting CPS (F5)

maintainability, evolvability, usability, security, and robustness ac-
count each for 7% (or less) of the studies. Other reported concerns
are reusability, portability, mobility, and accuracy. These concerns
are considered in only 9% of the studies in total.

The efficiency/performance category can be further refined in
several subcategories: effective operation (54% of the studies
which handle efficiency/performance category), energy consump-
tion and knowledge exchange (both 18%), resource utilization
(7%), and one study addresses time behavior.

Little attention is given to concerns that are affected by adap-
tation as a side effect, i.e. concerns that with a negative effect
on self-adaptation (F6). In particular, only two studies state that
self-adaptation in CPS has a negative effect on some concern, and
specifically on efficiency and cost (studies [16] and [17]).

RQ1.2: At which level of the technology stack is self-adaptation
applied?

Figure 3 shows the frequency of the locations in the technology
stack where self-adaptation is applied (F7). The dominant layer
for applying adaptation is the application layer with 64% of the
studies, and middleware layer (24%). Adaptation is equally applied
at the communication and service layer (both 14%). Other minor
appearances are reported in the figure.

APPLICATION LAYER
MIDDLEWARE LAYER
COMMUNICATION LAYER
SERVICE LAYER
META-LEVEL OF APPLICATION
SENSING
NETWORK
INTERACTION BETWEEN LAYERS

CLOUD LAYER

Figure 3: Technology Stack (F7)



RQ1.3: What are the application domains of proposed approaches?

Figure 4 shows the frequencies of application domains (F8).
To identify the application domains, we followed the classifica-
tion provided by the cyberphysicalsystems.org website. The re-
sults show that 74% of the studies consider an explicit application
domain. In other words, solutions are regularly provided for CPS
in general, independent of a specific domain. The dominant ap-
plication domains are energy (24% of the studies), manufacturing
(17%), and transportation (12%).

Military; 1; 2% Robotics: 2. 5%

HealthCare; 3;
General CPS; 11; 7o
26%
nfrastructure; 3;

7%

Transportation; 5;
12%

Manufacturing; 7;
17%%

Energy; 10; 24%

Figure 4: Application Domains (F8)

We further investigated the correlation between the main quality
concerns (F5) and the main types of CPS applications (F8). Fig-
ure 5 shows the results of this investigation. The table shows that
efficiency/performance is relevant to self-adaptation in all primary
CPS domains, while flexibility is more related to manufacturing
systems (reliability is ignored in any of the related studies).

We looked at the number of concerns considered in individual
studies and identified that 19% of the studies consider a single con-
cern, 47% consider two concerns, and the remaining 33% consider
more than two concerns. It is interesting to notice how frequently
multiple concerns are handled by the primary studies. An ex-
planation may be that these domains are characterized by loosely
coupled components, in which the applications comprise HW and
SW execution units with related but distinct adaptation require-
ments, handled at different layers of the technology stack.

Application Efficiency/ Flexibility Reliability
Domains Performance

Energy 0,70 0,4 0,4
Manufacturing | 0,57 1 0
Transportation | 0,6 0,6 0,2

Figure 5: Top concerns linked to CPS applications

3.2 RQ2: How do existing approaches for
self-adaptation in cyber physical systems
handle self-adaptation concerns?

The answer to RQ?2 is derived from feedback loop mechanisms
applied (F9) and concern models used for or impacted by adapta-
tion (F10).

RQ2.1: What types of feedback loops are applied?

Figure 6 shows that MAPE (Monitor-Analyze-Plan-Execute) is
the dominant adaptation mechanism applied in the primary studies
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(60%), followed by agents and self-organization (both 29%), then
reflection 16%, and finally control (7%).

MAPE FUNCTIONS
SELF-ORGANZATION
AGENTS
REFLECTION

CONTROL

o 9 10 15 20 5 30

m total mumber of using feedback loop

m used without combination with other feedback loop

Figure 6: Feedback loops Mechanisms (F9)

Remarkably, 36% of the studies combine different adapta-
tion mechanisms to realize adaptation: 16% combine MAPE
with agents, 9% combine reflection with self-organization, while
the rest of combined adaptation mechanisms (13%) combine agents
with self-organization, agents with reflection and self-organization,
and again MAPE function with self-organization (see Figure 7).

RQ2.2: What models are used to represent concerns?

Regarding the models used while architecting self-adaptive CPS,
we observe that the most frequent model-type is a multi-agent
model (in 10 studies) followed by ontological and goal models (in
6 studies each). Other type of models are used in three or two stud-
ies (see Figure 8), while there is a long list of other type of models
(in 21 studies) that we could not cluster in any reasonable way.
They range from bio-inspired models, mathematical formulations,
proxy-based models, Markov decision processes, and many more.

AGENTS & MAPE FUNCTIONS
REFLECTION & SELF-ORGAMIZATION

AGENTS & SELF-ORGANIZATION

AGENTS & REFLECTION
& SELF-ORGANIZATION

MAPE FUNCTIONS & SELF-ORGANZATION

Figure 7: Multi Feedback loops Mechanisms (F9)

Considering the high frequency of multi-agent models, we went
through these studies to identify finer-grained concern models. We
found an equal distribution of the FIPA (foundation for intelligent
physical agents) model, task allocation, negotiation, and planning
(each two studies). Self-organized, blackboard-based coordination,
and group formation models are used in one study each.

3.3 RQ3: What type of evidence is provided
by existing approaches for self-adaptation
in cyber physical systems?

The answer to RQ3 is derived from the evaluation method ap-
plied (F11).
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Figure 8: Concern Models (F10)

RQ3.1: What types of empirical methods are applied?

Most of the primary studies use illustrative examples for evalu-
ation (64%). 12% of the studies do not use any type of evaluation
to validate their work. Only 3% are using case studies, besides 2%
using prototypes and another 2% using experiments.

RQ3.2: What types of assurances are provided?.

Concerning assurances, 21% of the studies provide some level
of evidence for claims using simulation. 11% of the studies use
some form of consistency checking, formal methods, experimental
results, and emulation. In the majority of studies (68%), no assur-
ance is provided at all.

The results for RQ3 confirm earlier results in architecture-based
adaptation [6] that the evidence provided by studies is often ob-
tained from applying the research results to toy examples.

3.4 RQ4. What are the strengths and limita-
tions of proposed approaches?

The answer to RQ4 is derived from the limitations (F11) and
strengths (F12) of proposed approaches.

Most of the studies point out the strengths of the proposed ap-
proaches. We report a representative set. QoS, optimization (of
various factors), performance, and interoperability are the most fre-
quently claimed strengths. QoS improvement is claimed by nine
studies. Some of the QoS improvements are related to new sensing
services ([18], [19]), while others focus on automated configuration
and re-configurability for QoS improvement ([20] and [21]). Other
studies focus on flexibility enhancement ([20], [22]), integration,
efficiency, agility, and few others. Optimization is claimed to be
the main strength in 7 studies. Two of those studies are on energy
optimization ([23], [24]), while resources optimization is the main
strength of [25] and [26]. Two other studies are about energy saving
([27], [28]) even if their main focus is not on optimization. Perfor-
mance improvement and optimization (in combination with other
QoS) is claimed to be the strength of 4 studies. Interoperabilty as a
means to reduce costs is the main strength of [29] and [30].

On the opposite, very limited information is reported about limi-
tations of proposed approaches in the primary studies (F13). Study
[31] reports on limitations of the proposed approach related to the
formulation of relevant laws and regulations and moves this chal-
lenge to future work. Study [32], proposing a calculus of a Con-
text Aware Ambients model, reports that it did not consider secu-
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rity concerns. Study [33] points out the complexity on CPS time
management, and argues for improvements. Study [22] reports on
the lack of systematic procedure for learning and optimization in
shared circuits modeling. The need of better mechanisms for inter-
operability is advocated in [34], while [35] reports a need for more
comprehensive approaches for testing CPS.

4. DISCUSSION

While analyzing the data items F1-F14 individually, our atten-
tion was captured by the role of multiple concerns (F5), multiple
feedback loops (F9), and the location in the technology stack (F7).
They all highlight that different concerns are handled at a time, by
using different types of feedback loops, distributed across multiple
layers of the protocol stack. These correlations seem to be directly
related to the distributed, multi-view nature of CPS. We provide a
deeper investigation on the correlation between these data items.

By cross-linking feedback loops type (F9) with the technology
stack (F7), we obtained the results presented in Figure 9.

Let us focus first on the left part of the figure. The results tell us
that MAPE is used along all the layers of the technology stack we
identified, except for the network layer. In most of the cases (56%)
MAPE is used at the application layer, while their application to
the middleware layer and service layer drop to 12% of the cases.
Self-organizing feedback loops are applied in a number of layers as
well (with a concentration in the application layer), while agents,
reflection, and control are more associated to specific layers. About
agents, 67% are applied at the application layer.

The right part of the figure (starting from the self-organization
& agents & reflection column onwards) shows how different adap-
tation mechanisms are distributed to different layers (36% of the
studies combine different mechanisms, as already discussed in Sec-
tion 3.2). The figure shows that mechanisms are distributed over
two to four different layers (except for [16] where self-organization
& agents & reflection are all applied at the Application Layer).
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Figure 9: Feedback loops Mechanisms linked to Location of
Technology Stack (F9+F7)



We then related feedback loop mechanisms (F9) with the con-
cerns handled (F5). We noticed that 68% of the studies using
MAPE tackle efficiency/performance, while 44% tackle flexibil-
ity, and 32% reliability. Similarly, for self-organization loops, 66%
of them tackle efficiency/ performance, and 58% tackle flexibility.
About agents, 50% solved efficiency/performance problem while
41% tackled flexibility. Reflection and control are also used to han-
dle efficiency/performance and flexibility but less frequently.

Although MAPE is dominant in the surveyed studies, it is not
used to handle accuracy, reusability, portability, mobility, and ro-
bustness concerns. Accuracy and reusability on the other hand are
rarely addressed, and only with control feedback loops. Portabil-
ity and mobility are handled with reflection and self-organization.
Only flexibility and efficiency/performance are covered by all feed-
back loops mechanisms. Another interesting remark is that interop-
erability, functionality and configurability/re-configurability are all
mechanisms except control loops. Referring to the different combi-
nations of feedback loops, we noticed that the majority of concerns
were tackled by MAPE.

Application layer

D Autonomous Entity

|
|
l >
|

Local Interactions

Monltor-I_Effec\
| Interactions

. Context Management Layer

L]

MAPE-based
Controller

Interaction with
Resource and Its Context

Physical layer

D Resource

— — — Aimanages Ri

Figure 10: Generalized Three-Layer Adaptation Model

Several of the data items that we studied in this survey were
also studied in a recent survey on the application of self-adaptation
[36]. However, that survey focussed on the application of MAPE-
based approaches to self-adaption for software engineering in gen-
eral. Comparing the results of both studies, we observe that the
concerns related to self-adaptation in CPS match very well with
the concerns related to self-adaptation in software engineering in
general. An important difference in the survey results is the com-
bined use of multiple feedback loop mechanisms. Whereas [36]
does not report any study that combines MAPE-based adaptation
with another adaptation mechanism, there are a significant num-
ber of studies that combine different adaptation mechanisms to re-
alise self-adaptation in CPS. On the other hand, the results for level
of evidence are very similar in both surveys (see answer to RQ3),
and the same applies to reporting strengths and limitations; most
researchers in the studies of both surveys report the strengths of
newly proposed approaches, but neglect limitations.
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One of the key insights derived from this survey is that self-
adaptation in CPS often combines different adaptation mechanisms
that may span multiple layers. Figure 10 provides a generalized
three-layer model that we derived from 13 primary studies. At the
bottom, we have the physical layer that comprises resources situ-
ated in a context. Examples are vehicles ([37], [31]), robots ([38]),
and sensor infrastructure ([39]). The context management layer
consists of a distributed MAPE-based controller that can access the
physical resources and their context. This middle layer offers con-
text related adaptation services. The context management layer can
be realized in different ways, e.g. as a middleware platform ([37]),
a component framework ([39]), or as a cloud service ([31], [38]).
Context management is based on MAPE-based adaption, where
distributed feedback loops work together. The context manage-
ment layer offers adaptation services to the upper layer, such as ro-
bust communication ([38]), resource optimization ([31]), effective
group formation ([37]), and resource failure handling ([39]). Con-
text management provides context-dependent services to the appli-
cation layer beyond the local scope of single resources. Finally, the
application layer comprises collaborating autonomous entities that
manage underlying resources and providing services to users. For
example, in [39] agents monitor water resources and manage wa-
ter distribution infrastructure to avoid that polluted water reaches
citizens. In [37], vehicle agents form dynamic ensembles based
on context to effectively allocate free parking spaces in a smart city
setting; a related approach is applied in [31]. In [38], a set of robots
use a gossip approach to share information with each other. Each
robot has a corresponding clone in the cloud. A task can be exe-
cuted by the robot itself or offloaded to its clone. This approach
allows for sporadic outage in the physical network.

The main treats to validity of this survey relate to bias in de-
cisions of whether a paper applies self-adaptation to CPS or not,
differences in understanding among the reviewers about the search
and analysis methods, poor description of some data items which
required inferring of certain pieces of information during data col-
lection, and completeness of our search results in terms of the time
scope. A discussion of these threats is available on survey website.

5. CONCLUSIONS

Cyber Physical Systems are by nature self-adaptive; they are re-
quired to use feedback loop mechanisms to deal with the various
sources of uncertainty, control their emergent behavior, and be re-
silient to changes. As reported in this survey, a number of studies
have been using self-adaptation features in the engineering of CPS.
What can the self-adaptive community learn from those studies,
and how can best practices from the SEAMS community may help
to engineering better self-adaptive CPS?

A key insight of this survey is that adaptation in CPS is a
cross-layer concern, where solutions combine different adaptation
mechanisms within and across layers. The use of multiple feed-
back loops in the same CPS is growing at a substantial rate, still,
feedback loop mechanisms are mostly applied at the application
layer. Moreover, while “traditional” (to embedded systems) con-
cerns such as performance and reliability are well covered, CPS
most challenging concerns such as interoperability and security are
still barely covered by the literature. This raises various challenges
for future research, both in the field of CPS and self-adaptation,
including: how to map concerns to layers and adaptation mecha-
nisms, how to coordinate adaptation mechanisms within and across
layers, and how to ensure system-wide consistency of adaptation.

The self-adaptive community has therefore the unique opportu-
nity to expand its methods and tools towards the new dimensions
required for properly engineering self-adaptive CPS.
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