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— Epyaotnplo

PIN Tools (Dynamic instrumentation of programs)



TLonpotvet Instrumentation

* Elval pla texvikn n omola eloayel €€Tpa KwOLKA O€ EvA TIPOYPALULAL
woTE va oUANEEoLUE TTANPOPOPLEC KATA TNV EKTEAECH TOU
* TexvikeC Instrumentation

* Instrumentation og enunedo nmnyaiovu KWK
* Instrumentation o eminedo katevOeiov oe eKTEAEOLUO KWOLKO/TIPpOYpALLUOL



Xpnotuotnta tou duvapkou Instrumentation

e Agv UTTOPXEL AVAYKN Yla ETtAVO-PETADPAON 1 ouvdeon UE
BBALoONKeC

e Ataxelplon KWOLKA KOTOL TOV XPOVO EKTEAECNC

* [Mpoocappuoyn oe dlepyaociec mou ekteAovvTol SUVOULKA



Xpnon tou Pin

. $ -t[pintool} -- application

\

Instrumentation Tool

Instrumentation engine

* S pin —t pintool —pid 1234



Instrumentation vs. Analysis

* Instrumentation routines opilouv o€ olo onpeio Ba eloaxBei to
instrumentation
e [la TopAdELYUO TIPLV ATIO piol EVTOAN
* To instrumentation cupBaivel tnv mpwtn Popa mov Ba ekteAEOTEL ot EVTOAR

* Analysis routines opi{ouv TL TPETEL va YiveEL OTaV evepyoToLnBel to
Instrumentation
* [la mapadeypa: avénon evog counter
* H avaAvon oupPaivel kaBe popa ou ekteAelTaL N EVTIOAN



Pintool:

LETPNON EVIOAWV

sub SOxff, %edx
counter++;
cmp %esi, %edx
counter++;
jle <L1>
counter++;
mov S0x1, %edi
counter++;
add S0x10, %eax
counter++;



Xpnon kat Output

* S /bin/ls
Makefile imageload.out itrace proccount
imageload inscountO atrace itrace.out

* S pin -t inscountO -- /bin/Is
Makefile imageload.out itrace proccount

imageload inscountO atrace itrace.out
Count 422838



Downloading & Installing Pintool (3.26 Jan’23)

e https://www.intel.com/content/www/us/en/developer/articles/tool/pin-a-
binary-instrumentation-tool-downloads.htm

* Linux:
S tar zxf pin-3.2-81205-gcc-linux.tar.gz
S cd pin-3.2-81205-gcc-linux

To build and run a sample tool on Linux*:
cd source/tools/SimpleExamples
make obj-intel64/opcodemix.so
../../../pin -t obj-intel64/opcodemix.so -- /bin/Is

This will instrument and run /bin/Is, the output for this tool is in opcodemix.out


https://www.intel.com/content/www/us/en/developer/articles/tool/pin-a-binary-instrumentation-tool-downloads.html

